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Dive deep into the world of network security with our comprehensive CCNP Security study guide. This 
essential resource is designed to help you master the critical concepts and technologies required for 
the Cisco CCNP Security certification, preparing you for success in today's demanding cybersecurity 
landscape. Elevate your skills and career with expert insights and practical knowledge.

Each syllabus includes objectives, reading lists, and course assessments.

We appreciate your visit to our website.
The document Study Ccnp Security Certification is available for download right away.
There are no fees, as we want to share it freely.

Authenticity is our top priority.
Every document is reviewed to ensure it is original.
This guarantees that you receive trusted resources.

We hope this document supports your work or study.
We look forward to welcoming you back again.
Thank you for using our service.

This document is one of the most sought-after resources in digital libraries across the 
internet.
You are fortunate to have found it here.
We provide you with the full version of Study Ccnp Security Certification completely free 
of charge.

CCNP and CCIE Security Core SCOR 350-701 Official Cert Guide

Trust the best-selling Official Cert Guide series from Cisco Press to help you learn, prepare, and 
practice for exam success. They are built with the objective of providing assessment, review, and 
practice to help ensure you are fully prepared for your certification exam. Master Cisco CCNP 
and CCIE Security Core SCOR 350-701 exam topics Assess your knowledge with chapter-opening 
quizzes Review key concepts with exam preparation tasks This is the eBook edition of the CCNP and 
CCIE Security Core SCOR 350-701 Official Cert Guide. This eBook does not include access to the 
companion website with practice exam that comes with the print edition. CCNP and CCIE Security Core 
SCOR 350-701 Official Cert Guide presents you with an organized test preparation routine through 
the use of proven series elements and techniques. “Do I Know This Already?” quizzes open each 
chapter and allow you to decide how much time you need to spend on each section. Exam topic lists 
make referencing easy. Chapter-ending Exam Preparation Tasks help you drill on key concepts you 
must know thoroughly. CCNP and CCIE Security Core SCOR 350-701 Official Cert Guide, focuses 
specifically on the objectives for the Cisco CCNP and CCIE Security SCOR exam. Best-selling 
author and leading security engineer Omar Santos shares preparation hints and test-taking tips, 
helping you identify areas of weakness and improve both your conceptual knowledge and hands-on 
skills. Material is presented in a concise manner, focusing on increasing your understanding and 
retention of exam topics. Well regarded for its level of detail, assessment features, comprehensive 
design scenarios, and challenging review questions and exercises, this official study guide helps you 
master the concepts and techniques that will allow you to succeed on the exam the first time. The 
official study guide helps you master all the topics on the CCNP and CCIE Security SCOR 350-701 
exam, including: Cybersecurity fundamentals Cryptography Software-Defined Networking security and 
network programmability Authentication, Authorization, Accounting (AAA) and Identity Management 
Network visibility and segmentation Infrastructure security Cisco next-generation firewalls and intrusion 
prevention systems Virtual Private Networks (VPNs) Securing the cloud Content security Endpoint 
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protection and detection CCNP and CCIE Security Core SCOR 350-701 Official Cert Guide is part of a 
recommended learning path from Cisco that includes simulation and hands-on training from authorized 
Cisco Learning Partners and self-study products from Cisco Press. To find out more about instructor-led 
training, e-learning, and hands-on instruction offered by authorized Cisco Learning Partners worldwide, 
please visit www.cisco.com/web/learning/index.html

CCNP Security IPS 642-627 Official Cert Guide

CCNP Security IPS 642-627 Official Cert Guide David Burns Odunayo Adesina, CCIE® No. 26695 
Keith Barker, CCIE No. 6783 . Master CCNP Security IPS 642-627 exam topics . Assess your knowl-
edge with chapter-opening quizzes . Review key concepts with exam preparation tasks Learn, prepare, 
and practice for exam success CCNP Security IPS 642-627 Official Cert Guide is a best-of-breed 
Cisco exam study guide that focuses specifically on the objectives for the CCNP Security IPS exam. 
Senior security engineers David Burns, Odunayo Adesina, and Keith Barker share preparation hints 
and test-taking tips, helping you identify areas of weakness and improve both your conceptual 
knowledge and hands-on skills. Material is presented in a concise manner, focusing on increasing 
your understanding and retention of exam topics. CCNP Security IPS 642-627 Official Cert Guide 
presents you with an organized test-preparation routine through the use of proven series elements 
and techniques. "Do I Know This Already?" quizzes open each chapter and enable you to decide how 
much time you need to spend on each section. Exam topic lists make referencing easy. Chapter-ending 
Exam Preparation Tasks help you drill on key concepts you must know thoroughly. Well-regarded 
for its level of detail, assessment features, and challenging review questions and exercises, this 
official study guide helps you master the concepts and techniques that will enable you to succeed 
on the exam the first time. CCNP Security IPS 642-627 Official Cert Guide is part of a recommended 
learning path from Cisco that includes simulation and hands-on training from authorized Cisco Learning 
Partners and self-study products from Cisco Press. To find out more about instructor-led training, 
e-learning, and hands-on instruction offered by authorized Cisco Learning Partners worldwide, please 
visit www.cisco.com/go/authorizedtraining. The official study guide helps you master all the topics on 
the CCNP Security IPS exam, including Cisco IPS software, hardware, and supporting applications 
Network IPS and IDS deployment architecture Installing and maintaining Cisco IPS physical and virtual 
sensors Traffic analysis IPS signatures and responses Anomaly-based operations Improving alarm 
response and quality Managing and analyzing events High availability and performance IPS modules 
for ASAs, routers, and switches Includes Exclusive Offer for 70% Off Premium Edition eBook and 
Practice Test CCNP Security Category: Ci ...

CCNP Security SISAS 300-208 Official Cert Guide

CCNP Security SISAS 300-208 Official Cert Guide from Cisco Press enables you to succeed on the 
exam the first time and is the only self-study resource approved by Cisco. Cisco security experts 
Aaron Woland and Kevin Redmon share preparation hints and test-taking tips, helping you identify 
areas of weakness and improve both your conceptual knowledge and hands-on skills. This complete 
study package includes A test-preparation routine proven to help you pass the exam “Do I Know This 
Already?” quizzes, which enable you to decide how much time you need to spend on each section 
The powerful Pearson IT Certification Practice Testsoftware, complete with hundreds of well-reviewed, 
exam-realistic questions, customization options, and detailed performance reports A final preparation 
chapter, which guides you through tools and resources to help you craft your review and test-taking 
strategies Study plan suggestions and templates to help you organize and optimize your study time 
Well regarded for its level of detail, study plans, assessment features, challenging review questions and 
exercises, video instruction, and hands-on labs, this official study guide helps you master the concepts 
and techniques that ensure your exam success. The official study guide helps you master topics on 
the CCNP Security SISAS 300-208 exam, including the following: Identity management/secure access 
Threat defense Troubleshooting, monitoring and reporting tools Threat defense architectures Identity 
management architectures

CCNP Security VPN 642-647 Official Cert Guide

Trust the best selling Official Cert Guide series from Cisco Press to help you learn, prepare, and practice 
for exam success. They are built with the objective of providing assessment, review, and practice to 
help ensure you are fully prepared for your certification exam. CCNP Security VPN 642-647 Official 
Cert Guidepresents you with an organized test preparation routine through the use of proven series 



elements and techniques. “Do I Know This Already?” quizzes open each chapter and enable you to 
decide how much time you need to spend on each section. Exam topic lists make referencing easy. 
Chapter-ending Exam Preparation Tasks help you drill on key concepts you must know thoroughly. 
Master Cisco CCNP Security VPN 642-647EAM topics Assess your knowledge with chapter-opening 
quizzes Review key concepts with exam preparation tasks Practice with realistic exam questions on 
the CD-ROM CCNP Security VPN 642-647 Official Cert Guide, focuses specifically on the objectives 
for the CCNP Security VPN exam. Cisco Certified Internetwork Expert (CCIE) Howard Hooper share 
preparation hints and test-taking tips, helping you identify areas of weakness and improve both your 
conceptual knowledge and hands-on skills. Material is presented in a concise manner, focusing on 
increasing your understanding and retention of exam topics. The companion CD-ROM contains a 
powerful Pearson IT Certification Practice Test engine that enables you to focus on individual topic 
areas or take a complete, timed exam. The assessment engine also tracks your performance and 
provides feedback on a module-by-module basis, laying out a complete assessment of your knowledge 
to help you focus your study where it is needed most. Well-regarded for its level of detail, assessment 
features, comprehensive design scenarios, and challenging review questions and exercises, this 
official study guide helps you master the concepts and techniques that will enable you to succeed 
on the exam the first time. The official study guide helps you master all the topics on the CCNP 
Security VPN exam, including: Configuring policies, inheritance, and attributes AnyConnect Remote 
Access VPN solution AAA and Dynamic Access Policies (DAP) High availability and performance 
Clientless VPN solutions SSL VPN with Cisco Secure Desktop Easy VPN solutions IPsec VPN clients 
and site-to-site VPNs CCNP Security VPN 642-647 Official Cert Guideis part of a recommended 
learning path from Cisco that includes simulation and hands-on training from authorized Cisco Learning 
Partners and self-study products from Cisco Press. To find out more about instructor-led training, 
e-learning, and hands-on instruction offered by authorized Cisco Learning Partners worldwide, please 
visit www.cisco.com/go/authorizedtraining. The print edition of theCCNP Security VPN 642-647 Official 
Cert Guidecontains a free, complete practice exam. Also available from Cisco Press for Cisco CCNP 
Security study is theCCNP Security VPN 642-647 Official Cert Guide Premium Edition eBook and Prac-
tice Test. This digital-only certification preparation product combines an eBook with enhanced Pearson 
IT Certification Practice Test. This integrated learning package: Allows you to focus on individual topic 
areas or take complete, timed exams Includes direct links from each question to detailed tutorials to 
help you understand the concepts behind the questions Provides unique sets of exam-realistic practice 
questions Tracks your performance and provides feedback on a module-by-module basis, laying out a 
complete assessment of your knowledge to help you focus your study where it is needed most

CCNP Security FIREWALL 642-617 Official Cert Guide

This is the eBook version of the printed book. The eBook does not contain the practice test software 
that accompanies the print book. CCNP Security FIREWALL 642-617 Official Cert Guide is a best 
of breed Cisco exam study guide that focuses specifically on the objectives for the CCNP Security 
FIREWALL exam. Senior security consultants and instructors David Hucaby, Dave Garneau, and 
Anthony Sequeira share preparation hints and test-taking tips, helping you identify areas of weakness 
and improve both your conceptual knowledge and hands-on skills. Material is presented in a concise 
manner, focusing on increasing your understanding and retention of exam topics. Learn, prepare, 
and practice for exam success Master CCNP Security FIREWALL 642-617 exam topics Assess your 
knowledge with chapter-opening quizzes Review key concepts with exam preparation tasks CCNP 
Security FIREWALL 642-617 Official Cert Guide presents you with an organized test-preparation 
routine through the use of proven series elements and techniques. “Do I Know This Already?” quizzes 
open each chapter and enable you to decide how much time you need to spend on each section. 
Exam topic lists make referencing easy. Chapter-ending Exam Preparation Tasks help you drill on key 
concepts you must know thoroughly. Well-regarded for its level of detail, assessment features, and 
challenging review questions and exercises, this official study guide helps you master the concepts 
and techniques that will enable you to succeed on the exam the first time. CCNP Security FIREWALL 
642-617 Official Cert Guide is part of a recommended learning path from Cisco that includes simulation 
and hands-on training from authorized Cisco Learning Partners and self-study products from Cisco 
Press. To find out more about instructor-led training, e-learning, and hands-on instruction offered by 
authorized Cisco Learning Partners worldwide, please visit www.cisco.com/go/authorizedtraining. The 
official study guide helps you master all the topics on the CCNP Security FIREWALL exam, including 
ASA interfaces IP connectivity ASA management Recording ASA activity Address translation Access 
control Proxy services Traffic inspection and handling Transparent firewall mode Virtual firewalls High 



availability ASA service modules This volume is part of the Official Cert Guide Series from Cisco Press. 
Books in this series provide officially developed exam preparation materials that offer assessment, 
review, and practice to help Cisco Career Certification candidates identify weaknesses, concentrate 
their study efforts, and enhance their confidence as exam day nears.

CCNP Security Secure 642-637 Official Cert Guide

This is the eBook version of the print title. Note that the eBook does not provide access to the 
practice test software that accompanies the print book. Trust the best selling Official Cert Guide series 
from Cisco Press to help you learn, prepare, and practice for exam success. They are built with the 
objective of providing assessment, review, and practice to help ensure you are fully prepared for 
your certification exam. CCNP Security SECURE 642-637 Official Cert Guide presents you with an 
organized test preparation routine through the use of proven series elements and techniques. “Do I 
Know This Already?” quizzes open each chapter and enable you to decide how much time you need to 
spend on each section. Exam topic lists make referencing easy. Chapter-ending Exam Preparation 
Tasks help you drill on key concepts you must know thoroughly. Master CCNP Security SECURE 
642-637 exam topics Assess your knowledge with chapter-opening quizzes Review key concepts with 
exam preparation tasks CCNP Security SECURE 642-637 Official Cert Guide focuses specifically on 
the objectives for the CCNP Security SECURE exam. Senior networking consultants Sean Wilkins 
and Trey Smith share preparation hints and test-taking tips, helping you identify areas of weakness 
and improve both your conceptual knowledge and hands-on skills. Material is presented in a concise 
manner, focusing on increasing your understanding and retention of exam topics. Well-regarded for 
its level of detail, assessment features, and challenging review questions and exercises, this official 
study guide helps you master the concepts and techniques that will enable you to succeed on the 
exam the first time. The official study guide helps you master all the topics on the CCNP Security 
SECURE exam, including: Network security threats and foundation protection Switched data plane 
security 802.1X and identity-based networking services Cisco IOS routed data plane security Cisco IOS 
control plane security Cisco IOS management plane security NAT Zone-based firewalls IOS intrusion 
prevention system Cisco IOS site-to-site security solutions IPsec VPNs, dynamic multipoint VPNs, and 
GET VPNs SSL VPNs and EZVPN CCNP Security SECURE 642-637 Official Cert Guide is part of a 
recommended learning path from Cisco that includes simulation and hands-on training from authorized 
Cisco Learning Partners and self-study products from Cisco Press. To find out more about instructor-led 
training, e-learning, and hands-on instruction offered by authorized Cisco Learning Partners worldwide, 
please visit www.cisco.com/go/authorizedtraining.

Ccnp Security 300-206

CCNP Security 300-206 practice test and study guide

CCNP Security FIREWALL 642-618 Official Cert Guide

Trust the best selling Official Cert Guide series from Cisco Press to help you learn, prepare, and practice 
for exam success. They are built with the objective of providing assessment, review, and practice to 
help ensure you are fully prepared for your certification exam. Master Cisco CCNP Security FIREWALL 
642-618 exam topics Assess your knowledge with chapter-opening quizzes Review key concepts with 
exam preparation tasks This is the eBook edition of the CCNP Security FIREWALL 642-618 Official 
Cert Guide. This eBook does not include the companion CD-ROM with practice exam that comes with 
the print edition. CCNP Security FIREWALL 642-618 Official Cert Guide presents you with an organized 
test preparation routine through the use of proven series elements and techniques. “Do I Know This 
Already?” quizzes open each chapter and enable you to decide how much time you need to spend 
on each section. Exam topic lists make referencing easy. Chapter-ending Exam Preparation Tasks 
help you drill on key concepts you must know thoroughly. CCNP Security FIREWALL 642-618 Official 
Cert Guide, focuses specifically on the objectives for the Cisco CCNP Security FIREWALL exam. 
Expert networking consultants Dave Hucaby, Dave Garneau, and Anthony Sequeira share preparation 
hints and test-taking tips, helping you identify areas of weakness and improve both your conceptual 
knowledge and hands-on skills. Material is presented in a concise manner, focusing on increasing your 
understanding and retention of exam topics. Well-regarded for its level of detail, assessment features, 
comprehensive design scenarios, and challenging review questions and exercises, this official study 
guide helps you master the concepts and techniques that will enable you to succeed on the exam the 
first time. The official study guide helps you master all the topics on the CCNP Security FIREWALL 



exam, including: ASA interfaces IP connectivity ASA management Recording ASA activity Address 
translation Access control Proxy services Traffic inspection and handling Transparent firewall mode 
Virtual firewalls High availability ASA service modules CCNP Security FIREWALL 642-618 Official 
Cert Guide is part of a recommended learning path from Cisco that includes simulation and hands-on 
training from authorized Cisco Learning Partners and self-study products from Cisco Press. To find out 
more about instructor-led training, e-learning, and hands-on instruction offered by authorized Cisco 
Learning Partners worldwide, please visit www.cisco.com/go/authorizedtraining.

CCNA Security Study Guide

A complete study guide for the new CCNA Security certification exam In keeping with its status as 
the leading publisher of CCNA study guides, Sybex introduces the complete guide to the new CCNA 
security exam. The CCNA Security certification is the first step towards Cisco's new Cisco Certified 
Security Professional (CCSP) and Cisco Certified Internetworking Engineer-Security. CCNA Security 
Study Guide fully covers every exam objective. The companion CD includes the Sybex Test Engine, 
flashcards, and a PDF of the book. The CCNA Security certification is the first step toward Cisco's 
new CCSP and Cisco Certified Internetworking Engineer-Security Describes security threats facing 
modern network infrastructures and how to mitigate threats to Cisco routers and networks using ACLs 
Explores implementing AAA on Cisco routers and secure network management and reporting Shows 
how to implement Cisco IOS firewall and IPS feature sets plus site-to-site VPNs using SDM CD includes 
the Sybex Test Engine, flashcards, and the book in PDF format With hands-on labs and end-of-chapter 
reviews, CCNA Security Study Guide thoroughly prepares you for certification. Note: CD-ROM/DVD 
and other supplementary materials are not included as part of eBook file.

CCNP Security Secure 642-637 Official Cert Guide

"CCNP Security Secure 642-637 Official Cert Guide is a comprehensive self-study tool for preparing for 
the Secure exam. This book teaches you how to secure Cisco IOS Software router and switch-based 
networks and provide security services based on Cisco IOS Software. Complete coverage of all exam 
topics as posted on the exam topic blueprint ensures you will arrive at a thorough understanding of 
what you need to master to succeed on the exam. The book follows a logical organization of the Secure 
exam objectives. Material is presented in a concise manner, focusing on increasing your retention and 
recall of exam topics"--Research description page.

CCNP Security Identity Management SISE 300-715 Official Cert Guide

Trust the best-selling Official Cert Guide series from Cisco Press to help you learn, prepare, and 
practice for exam success. They are built with the objective of providing assessment, review, and 
practice to help ensure you are fully prepared for your certification exam. Master CCNP Security Identity 
Management SISE 300-715 exam topics Assess your knowledge with chapter-opening quizzes Review 
key concepts with exam preparation tasks This is the eBook edition of the CCNP Security Identity 
Management SISE 300-715 Official Cert Guide. This eBook does not include access to the companion 
website with practice exam that comes with the print edition. CCNP Security Identity Management 
SISE 300-715 Official Cert Guide presents you with an organized test preparation routine through 
the use of proven series elements and techniques. “Do I Know This Already?” quizzes open each 
chapter and enable you to decide how much time you need to spend on each section. Exam topic 
lists make referencing easy. Chapter-ending Exam Preparation Tasks help you drill on key concepts 
you must know thoroughly. CCNP Security Identity Management SISE 300-715 Official Cert Guide, 
focuses specifically on the objectives for the CCNP Security SISE exam. Two leading Cisco technology 
experts share preparation hints and test-taking tips, helping you identify areas of weakness and improve 
both your conceptual knowledge and hands-on skills. Material is presented in a concise manner, 
focusing on increasing your understanding and retention of exam topics. Well regarded for its level of 
detail, assessment features, comprehensive design scenarios, and challenging review questions and 
exercises, this official study guide helps you master the concepts and techniques that will enable you 
to succeed on the exam the first time. The official study guide helps you master all the topics on the 
CCNP Security Identity Management SISE 300-715 exam, including: • Architecture and deployment • 
Policy enforcement • Web Auth and guest services • Profiler • BYOD • Endpoint compliance • Network 
access device administration CCNP Security Identity Management SISE 300-715 Official Cert Guide 
is part of a recommended learning path from Cisco that includes simulation and hands-on training 
from authorized Cisco Learning Partners and self-study products from Cisco Press. To find out more 



about instructor-led training, e-learning, and hands-on instruction offered by authorized Cisco Learning 
Partners worldwide, please visit http://www.cisco.com/web/learning/index.html

CCNP and CCIE Security Core

This is the eBook edition of the CCNP Security Cisco Secure Firewall and Intrusion Prevention System 
Official Cert Guide. This eBook does not include access to the companion website with practice 
exam that comes with the print edition. Trust the best-selling Official Cert Guide series from Cisco 
Press to help you learn, prepare, and practice for exam success. They are built with the objective of 
providing assessment, review, and practice to help ensure you are fully prepared for your certification 
exam, and to excel in your day-to-day security work. * Master the topics on the CCNP Security 
concentration exam that focuses on the Cisco Secure Firewall and IPS (formerly known as Cisco 
Firepower) * Assess your knowledge with chapter-opening quizzes * Review key concepts with exam 
preparation tasks CCNP Security Cisco Secure Firewall and Intrusion Prevention System Official 
Cert Guide presents you with an organized test preparation routine through the use of proven series 
elements and techniques. “Do I Know This Already?” quizzes open each chapter and enable you to 
decide how much time you need to spend on each section. Exam topic lists make referencing easy. 
Chapter-ending Exam Preparation Tasks help you drill on key concepts you must know thoroughly. 
CCNP Security Cisco Secure Firewall and Intrusion Prevention System Official Cert Guide specifically 
covers the objectives for the CCNP Security concentration exam that focuses on the Cisco Secure 
Firewall and IPS (formerly known as Cisco Firepower). Long-time Cisco security insider Nazmul Rajib 
shares preparation hints and test-taking tips, helping you identify areas of weakness and improve 
both your conceptual knowledge and hands-on skills. Material is presented in a concise manner, 
focusing on increasing your understanding and retention of exam topics. Well regarded for its level of 
detail, assessment features, comprehensive design scenarios, and challenging review questions and 
exercises, this official study guide helps you master the concepts and techniques that will enable you to 
succeed on the exam the first time. This official study guide helps you master the topics on the CCNP 
Security concentration exam that focuses on the Cisco Secure Firewall and IPS (formerly known as 
Cisco Firepower). Use it to deepen your knowledge of * Configurations * Integrations * Deployments * 
Management * Troubleshooting, and more

CCNP Security Cisco Secure Firewall and Intrusion Prevention System Official Cert Guide

Best Selling Cisco Author Todd Lammle has just completed his newest study guide: CCNP Security 
Securing Networks with Cisco Firepower (SNCF) 300-710-the most popular CCNP Security elective! 
This book, written by the preeminent Cisco Firepower expert, thoroughly covers the Cisco CCNP 
SNCF exam objectives in a step-by-step, user friendly manner that will help get you through the 
grueling Cisco exam the first time!Covers ALL the CCNP Security Cisco Firepower SNCF 300-710 
exam objectives! Real life examples abound in this book!You will go step-by-step through setting up 
a Cisco Firepower Management Center (FMC) and Cisco Firepower Threat Defense (FTD), as well 
as the Firepower 7000/8000 Appliances.Learn the following: Install a virtual and hardware FMC with 
System configuration, licensing and health policy, and then bring your devices into the FMC to be 
managed.Install a Cisco Firepower Appliance using inline, passive, switching, routing and BVI.Includes 
4100/9300 Install with FXOS and Chassis Manager in-depth!Learn and configure High Availability 
for hardware FMC's and all FTD devices, followed by an intense monitoring and troubleshooting 
section.Configure FXOS Chassis Manager and bring up a virtual FTD and ASA image, as well as 
RadWare. Configure multi-instance on the Chassis manager, and then understand what a cluster is 
and how to configure a cluster. Most importantly, understand the traffic flow which is very important or 
the exam and not written anywhere else! Learn about FTD 1000/2100/4100 and 9300 new Devices and 
how to install, perform password recovery and how to bring them into a FMC!Install a Cisco Firepower 
Threat Defense (FTD) and configure it with IP addresses, IP routing, NAT and VPN. Prepare it to be 
managed by a FMCConfigure the full Snort process of Security Intelligence (SI), Prefilter, DNS Policy, 
SSL Policy, Network Analyst Policy (NAP), AD Identity Policy and Realms, the main Access Control 
Policy, QoS, Firepower Network Discovery, File & Malware Policy, IPS policy, Advanced IPS policy, User 
Management, Advanced Network Analysis and more!Experience the detailed step-by-step building of 
an intense and detailed Access Control Policy (ACP), designed by the most experienced Firepower 
instructor/consultant that you can use in your own network!Learn how to tune your Cisco FMC policies 
with advanced network analysis tools found only in this book! Create, configure and manage a Cisco 
Snort IPS policy in detail, and fine tune it!Created by an author with more than 30 years' experience 
in Cisco, and over 10,000 FTD device installs! The amount of Cisco Firepower knowledge in this book 



cannot be beat!This book is focused on the CCNP Security Cisco Firepower SNCF objectives! You 
Will Pass!Add a www.lammle.com/firepower membership to gain intense practice questions, detailed 
videos that go through every chapter of this book, and also rent pods for lab practice!

Ccie/CCNP Security Sncf 300-710

Best Selling Cisco Author Todd Lammle has just completed his newest Cisco study guide: CCIE/CCNP 
Security Securing Networks with Cisco Firepower (SNCF) 300-710--the most popular CCNP Security 
elective! This book, written by the preeminent Cisco Firepower expert, thoroughly covers the Cisco 
CCNP SNCF exam objectives in a step-by-step, user friendly manner that will help get you through 
the grueling Cisco exam the first time!Covers ALL the CCNP Security Cisco Firepower SNCF 300-710 
exam objectives! Real life examples abound in this book!You will go step-by-step through setting up a 
Cisco Firepower Management Center (FMC) and Cisco Firepower Threat Defense (FTD), as well as the 
Firepower 7000/8000 Appliances.You will Learn the following:Install a virtual and hardware FMC with 
System configuration, health policy, and then bring your devices into the FMC to be managed.Install a 
Cisco Firepower Appliance using inline, passive, switching and routing.Includes 4100/9300 Install with 
FXOS and Chassis Manager in-depth!High Availability for hardware FMC's and all FTD devices, with 
detailed troubleshooting.Install a Cisco Firepower Threat Defense (FTD) and configure it with routing, 
NAT, VPN, and more, then prepare it to be managed by a FMC. Configure the full Snort process of 
Security Intelligence (SI), Prefilter, DNS Policy, SSL, Network Analyst Policy (NAP), AD Identity Policy, 
the main Access Control Policy (ACP), QoS, Firepower Network Discovery, File & Malware Policy, 
IPS policy, User Management, Advanced Network Analysis and more!Learn how to tune your FMC 
with advanced network analysis tools found only in this book! Created by an author with more than 
30 years' experience in Cisco, and over 10,000 FTD device installs! The amount of Cisco Firepower 
knowledge in this book cannot be beat!This book is focused on the CCNP Security Cisco Firepower 
SNCF objectives! You Will Pass!Add a www.lammle.com/firepower membership to gain intense practice 
questions, detailed videos that go through every chapter of this book, and also rent pods for lab practice!

Cisco CCNP Security SNCF Firepower 700-310 Study Guide

Trust the best-selling Official Cert Guide series from Cisco Press to help you learn, prepare, and 
practice for exam success. They are built with the objective of providing assessment, review, and 
practice to help ensure you are fully prepared for your certification exam. * Master Implementing Secure 
Solutions with Virtual Private Networks (SVPN) 300-730 exam topics * Assess your knowledge with 
chapter-opening quizzes * Review key concepts with exam preparation tasks This is the eBook edition 
of the CCNP Security Virtual Private Networks SVPN 300-730 Official Cert Guide. This eBook does not 
include access to the companion website with practice exam that comes with the print edition. CCNP 
Security Virtual Private Networks SVPN 300-730 Official Cert Guide presents you with an organized 
test preparation routine through the use of proven series elements and techniques. “Do I Know This 
Already?” quizzes open each chapter and enable you to decide how much time you need to spend 
on each section. Exam topic lists make referencing easy. Chapter-ending Exam Preparation Tasks 
help you drill on key concepts you must know thoroughly. CCNP Security Virtual Private Networks 
SVPN 300-730 Official Cert Guide focuses specifically on the objectives for the CCNP Security SVPN 
exam. Three leading Cisco security technology experts share preparation hints and test-taking tips, 
helping you identify areas of weakness and improve both your conceptual knowledge and hands-on 
skills. Material is presented in a concise manner, focusing on increasing your understanding and 
retention of exam topics. Well regarded for its level of detail, assessment features, comprehensive 
design scenarios, and challenging review questions and exercises, this official study guide helps you 
master the concepts and techniques that will enable you to succeed on the exam the first time. It 
helps you master all the topics on the Implementing Secure Solutions with Virtual Private Networks 
(SVPN) 300-730 exam, deepening your knowledge of * Site-to-site virtual private networks on routers 
and firewalls * Remote access VPNs * Troubleshooting using ASDM and CLI * Secure communications 
architectures CCNP Security Virtual Private Networks SVPN 300-730 Official Cert Guide is part of a 
recommended learning path from Cisco that includes simulation and hands-on training from authorized 
Cisco Learning Partners and self-study products from Cisco Press. To find out more about instructor-led 
training, e-learning, and hands-on instruction offered by authorized Cisco Learning Partners worldwide, 
please visit http://www.cisco.com/web/learning/index.html.

CCNP Security Virtual Private Networks SVPN 300-730 Official Cert Guide



You are about to see CCNP and CCIE Security Core SCOR 350-701 Cert Guide Book that took months 
of expert preparation, hard work, and Intensive feedback. That’s why we know this Book will help you 
get that high-score on your official exam. This book has been updated in 2024 to fully align with the 
official exam guide. Are you ready to pass the CCNP Security 350-701 SCOR Exam certification ? 
Implementing and Operating Cisco Security Core Technologies (SCOR 350-701) is a 120-minute exam 
associated with the CCNP and CCIE Security Certifications. This Book tests a candidate's knowledge 
of implementing and operating core security technologies including network security, cloud security, 
content security, endpoint protection and detection, secure network access, visibility and enforcements. 
Our Book is an authentic thing, it’s so accurate and contains the most recurrent and the most up-to-date 
questions. The Book is full of practice questions, and Challenging materials. Who this Book is for: This 
Book is for students (candidates) trying to obtain the CCNP and CCIE SCOR This Book has been 
designed for anyone who wants to start learning Security This Book is for students trying to learn 
the CCNP Security Any Network or Security Engineer want to learn or polish their Skills. This Book 
allows you to succeed on the exam the first time and is the only self-study resource approved by Cisco. 
Best-selling author and leading security engineers shares preparation hints and test-taking tips, helping 
you identify areas of weakness and improve both your conceptual knowledge and hands-on skills. This 
Preparation Book will give you full confidence to pass the main official Cisco exam.

CISCO CCNP and CCIE Security Core SCOR 350-701 Official Cert Guide - Complete Preparation - 
NEW Edition

Trust the best selling Official Cert Guide series from Cisco Press to help you learn, prepare, and practice 
for exam success. They are built with the objective of providing assessment, review, and practice to 
help ensure you are fully prepared for your certification exam. --Master Cisco CCNA Security 210-260 
Official Cert Guide exam topics --Assess your knowledge with chapter-opening quizzes --Review key 
concepts with exam preparation tasks This is the eBook edition of the CCNA Security 210-260 Official 
Cert Guide. This eBook does not include the companion CD-ROM with practice exam that comes 
with the print edition. CCNA Security 210-260 Official Cert Guide presents you with an organized 
test-preparation routine through the use of proven series elements and techniques. “Do I Know This 
Already?” quizzes open each chapter and enable you to decide how much time you need to spend 
on each section. Exam topic lists make referencing easy. Chapter-ending Exam Preparation Tasks 
help you drill on key concepts you must know thoroughly. CCNA Security 210-260 Official Cert Guide 
focuses specifically on the objectives for the Cisco CCNA Security exam. Networking Security experts 
Omar Santos and John Stuppi share preparation hints and test-taking tips, helping you identify areas 
of weakness and improve both your conceptual knowledge and hands-on skills. Material is presented 
in a concise manner, focusing on increasing your understanding and retention of exam topics. Well 
regarded for its level of detail, assessment features, comprehensive design scenarios, and challenging 
review questions and exercises, this official study guide helps you master the concepts and techniques 
that will enable you to succeed on the exam the first time. The official study guide helps you master all 
the topics on the CCNA Security exam, including --Networking security concepts --Common security 
threats --Implementing AAA using IOS and ISE --Bring Your Own Device (BYOD) --Fundamentals of 
VPN technology and cryptography --Fundamentals of IP security --Implementing IPsec site-to-site 
VPNs --Implementing SSL remote-access VPNs using Cisco ASA --Securing Layer 2 technologies 
--Network Foundation Protection (NFP) --Securing the management plane on Cisco IOS devices 
--Securing the data plane --Securing routing protocols and the control plane --Understanding firewall 
fundamentals --Implementing Cisco IOS zone-based firewalls --Configuring basic firewall policies on 
Cisco ASA --Cisco IPS fundamentals --Mitigation technologies for e-mail- and web-based threats 
--Mitigation technologies for endpoint threats CCNA Security 210-260 Official Cert Guide is part of a 
recommended learning path from Cisco that includes simulation and hands-on training from authorized 
Cisco Learning Partners and self-study products from Cisco Press. To find out more about instructor-led 
training, e-learning, and hands-on instruction offered by authorized Cisco Learning Partners worldwide, 
please visit http://www.cisco.com/web/learning/index.html.

CCNA Security 210-260 Official Cert Guide

Cisco has announced big changes to its certification program. As of February 24, 2020, all current 
certifications will be retired, and Cisco will begin offering new certification programs. The good news 
is if you’re working toward any current CCNA certification, keep going. You have until February 24, 
2020 to complete your current CCNA. If you already have CCENT/ICND1 certification and would 
like to earn CCNA, you have until February 23, 2020 to complete your CCNA certification in the 



current program. Likewise, if you’re thinking of completing the current CCENT/ICND1, ICND2, or 
CCNA Routing and Switching certification, you can still complete them between now and February 
23, 2020. Lay the foundation for a successful career in network security CCNA Security Study Guide 
offers comprehensive review for Exam 210-260. Packed with concise explanations of core security 
concepts, this book is designed to help you successfully prepare for the exam. Expert instruction 
guides you through critical concepts relating to secure network infrastructure, access management, 
VPN encryption, Firewalls, intrusion prevention and more, with complete coverage of the CCNA exam 
objectives. Practical examples allow you to apply your skills in real-world scenarios, helping you transi-
tion effectively from "learning" to "doing". You also get access to the Sybex online learning environment, 
featuring the tools you need to maximize your study time: key terminology and flash cards allow you 
to study anytime, anywhere, while chapter tests and practice exams help you track your progress and 
gauge your readiness along the way. The CCNA Security certification tests your knowledge of secure 
network installation, monitoring, and troubleshooting using Cisco security hardware and software 
solutions. When you're ready to get serious about preparing for the exam, this book gives you the 
advantage of complete coverage, real-world application, and extensive learning aids to help you pass 
with confidence. Master Cisco security essentials, standards, and core technologies Work through 
practical examples drawn from real-world examples Track your progress with online study aids and 
self-tests Develop critical competencies in maintaining data integrity, confidentiality, and availability 
Earning your CCNA Security certification validates your abilities in areas that define careers including 
network security, administrator, and network security support engineer. With data threats continuing 
to mount, the demand for this skill set will only continue to grow—and in an employer's eyes, a 
CCNA certification makes you a true professional. CCNA Security Study Guide is the ideal preparation 
resource for candidates looking to not only pass the exam, but also succeed in the field.

CCNA Security Study Guide

The official study guide helps you master all the topics on the CCNP Security VPN exam, including 
Configuring policies, inheritance, and attributes ý AnyConnect Remote Access VPN solutions ý AAA and 
Dynamic Access Policies (DAP) ý High availability and performance ý Clientless VPN solutions ý SSL VPN 
with Cisco Secure Desktop ý Easy VPN solutions ý IPsec VPN clients and site-to-site VPNs The CD-ROM 
contains a free, complete practice exam. Includes Exclusive Offer for 70% Off Premium Edition eBook 
and Practice Test Pearson IT Certification Practice Test minimum system requirements: Windows XP 
(SP3), Windows Vista (SP2), or Windows 7; Microsoft .NET Framework 4.0 Client; Pentium class 1GHz 
processor (or equivalent); 512 MB RAM; 650 MB disc space plus 50 MB for each downloaded practice 
exam This volume is part of the Official Cert Guide Series from Cisco Press. Books in this series 
provide officially developed exam preparation materials that offer assessment, review, and practice 
to help Cisco Career Certification candidates identify weaknesses, concentrate their study efforts, 
and enhance their confidence as exam day nears. CCNP Security VPN 642-648 Official Cert Guide 
is a best of breed Cisco exam study guide that focuses specifically on the objectives for the CCNP 
Security VPN exam. Cisco Certified Internetwork Expert (CCIE) Howard Hooper shares preparation 
hints and test-taking tips, helping you identify areas of weakness and improve both your conceptual 
knowledge and hands-on skills. Material is presented in a concise manner, focusing on increasing 
your understanding and retention of exam topics. CCNP Security VPN 642-648 Official Cert Guide 
presents you with an organized test-preparation routine through the use of proven series elements 
and techniques. "Do I Know This Already?" quizzes open each chapter and enable you to decide how 
much time you need to spend on each section. Exam topic lists make referencing easy. Chapter-ending 
Exam Preparation Tasks help you drill on key concepts you must know thoroughly. The companion 
CD-ROM contains a powerful testing engine that enables you to focus on individual topic areas or take 
a complete, timed exam. The assessment engine also tracks your performance and provides feedback 
on a module-by-module basis, laying out a complete assessment of your knowledge to help you focus 
your study where it is needed most. Well-regarded for its level of detail, assessment features, and 
challenging review questions and exercises, this official study guide helps you master the concepts 
and techniques that will enable you to succeed on the exam the first time. CCNP Security VPN 642-648 
Official Cert Guide is part of a recommended learning path from Cisco that includes simulation and 
hands-on training from authorized Cisco Learning Partners and self-study products from Cisco Press. 
To find out more about instructor-led training, e-learning, and hands-on instruction offered by authorized 
Cisco Learning Partners worldwide, please visit www.cisco.com/go/authorizedtraining.

CCNP Security VPN 642-648 Official Cert Guide



>Trust the best selling Official Cert Guide series from Cisco Press to help you learn, prepare, and 
practice for exam success. They are built with the objective of providing assessment, review, and 
practice to help ensure you are fully prepared for your certification exam. Master Cisco CCNA Security 
IINS 640-554 exam topics Assess your knowledge with chapter-opening quizzes Review key concepts 
with exam preparation tasks This is the eBook edition of the CCNA Security 640-554 Official Cert 
Guide. This eBook does not include the companion practice exam that comes with the print edition. 
CCNA Security 640-554 Official Cert Guide presents you with an organized test preparation routine 
through the use of proven series elements and techniques. “Do I Know This Already?” quizzes open 
each chapter and enable you to decide how much time you need to spend on each section. Exam topic 
lists make referencing easy. Chapter-ending Exam Preparation Tasks help you drill on key concepts 
you must know thoroughly. CCNA Security 640-554 Official Cert Guide, focuses specifically on the 
objectives for the CCNA Security IINS exam. Expert networking professionals Keith Barker and Scott 
Morris share preparation hints and test-taking tips, helping you identify areas of weakness and improve 
both your conceptual knowledge and hands-on skills. Material is presented in a concise manner, 
focusing on increasing your understanding and retention of exam topics. This eBook comes complete 
with 90 minutes of video training on CCP, NAT, object groups, ACLs, port security on a Layer 2 switch, 
CP3L, and zone-based firewalls. See the last page of the eBook file for instructions on downloading 
the videos. Well-regarded for its level of detail, assessment features, comprehensive design scenarios, 
and challenging review questions and exercises, this official study guide helps you master the concepts 
and techniques that will enable you to succeed on the exam the first time. The official study guide helps 
you master all the topics on the CCNA Security exam, including: Network security concepts Security 
policies and strategies Network foundation protection (NFP) Cisco Configuration Professional (CCP) 
Management plane security AAA security Layer 2 security threats IPv6 security Threat mitigation and 
containment Access Control Lists (ACLs) Network Address Translation (NAT) Cisco IOS zone-based 
firewalls and ASA firewalls Intrusion prevention and detection systems Public Key Infrastructure (PKI) 
and cryptography Site-to-site IPsec VPNs and SSL VPNs CCNA Security 640-554 Official Cert Guide 
is part of a recommended learning path from Cisco that includes simulation and hands-on training 
from authorized Cisco Learning Partners and self-study products from Cisco Press. To find out more 
about instructor-led training, e-learning, and hands-on instruction offered by authorized Cisco Learning 
Partners worldwide, please visit www.cisco.com/go/authorizedtraining.

CCNA Security 640-554 Official Cert Guide

The practical and conceptual knowledge you need to attain CCNP Enterprise certification From one 
of the most trusted study guide publishers comes CCNP Enterprise Certification Study Guide: Exam 
350-401. This guide helps you develop practical knowledge and best practices for critical aspects 
of enterprise infrastructure so you can gain your CCNP Enterprise certification. If you’re hoping to 
attain a broader range of skills and a solid understanding of Cisco technology, this guide will also 
provide fundamental concepts for learning how to implement and operate Cisco enterprise network 
core technologies. By focusing on real-world skills, each chapter prepares you with the knowledge you 
need to excel in your current role and beyond. It covers emerging and industry-specific topics, such 
as SD-WAN, network design, wireless, and automation. This practical guide also includes lessons 
on: Ï Automation Ï Network assurance Ï Security Ï Enterprise infrastructure Ï Dual-stack architecture Ï 
Virtualization In addition to helping you gain enterprise knowledge, this study guidecan lead you toward 
your Cisco specialist certification. When you purchase this guide, you get access to the information you 
need to prepare yourself for advances in technology and new applications, as well as online study tools 
such as: Ï Bonus practice exams Ï Pre-made flashcards Ï Glossary of key terms Ï Specific focus areas 
Expand your skillset and take your career to the next level with CCNP Enterprise Certification Study 
Guide.

CCNP Enterprise Certification Study Guide: Implementing and Operating Cisco Enterprise Network 
Core Technologies

Implementing Cisco IOS Network Security (IINS) is a Cisco-authorized, self-paced learning tool for 
CCNA® Security foundation learning. This book provides you with the knowledge needed to secure 
Cisco® routers and switches and their associated networks. By reading this book, you will gain a 
thorough understanding of how to troubleshoot and monitor network devices to maintain integrity, 
confidentiality, and availability of data and devices, as well as the technologies that Cisco uses in its 
security infrastructure. This book focuses on the necessity of a comprehensive security policy and how 
it affects the posture of the network. You will learn how to perform basic tasks to secure a small branch 



type office network using Cisco IOS® security features available through the Cisco Router and Security 
Device Manager (SDM) web-based graphical user interface (GUI) and through the command-line 
interface (CLI) on Cisco routers and switches. The author also provides, when appropriate, parallels 
with Cisco ASA appliances. Whether you are preparing for CCNA Security certification or simply 
want to gain a better understanding of Cisco IOS security fundamentals, you will benefit from the 
information provided in this book. Implementing Cisco IOS Network Security (IINS) is part of a 
recommended learning path from Cisco that includes simulation and hands-on training from authorized 
Cisco Learning Partners and self-study products from Cisco Press. To find out more about instructor-led 
training, e-learning, and hands-on instruction offered by authorized Cisco Learning Partners worldwide, 
please visit www.cisco.com/go/authorizedtraining. Develop a comprehensive network security policy 
to counter threats against information security Configure routers on the network perimeter with Cisco 
IOS Software security features Configure firewall features including ACLs and Cisco IOS zone-based 
policy firewalls to perform basic security operations on a network Configure site-to-site VPNs using 
Cisco IOS features Configure IPS on Cisco network routers Configure LAN devices to control access, 
resist attacks, shield other network devices and systems, and protect the integrity and confidentiality of 
network traffic This volume is in the Certification Self-Study Series offered by Cisco Press®. Books in 
this series provide officially developed self-study solutions to help networking professionals understand 
technology implementations and prepare for the Cisco Career Certifications examinations.

Implementing Cisco IOS Network Security (IINS)

Market_Desc: Primary Reader: Those studying for the CCNA-Security exam. Primary job role is 
network administration, with a concentration on securing a Cisco network environment. Secondary 
Reader: CCNAs looking to expand their portfolio by focusing on security best-practices, and learning 
about Cisco's security offerings. Special Features: " Built-In Audience--Over 700,000 individuals have 
achieved a Cisco certification, with CCNA by far those popular of Cisco's certification track. Over 
100,000 achieve a Cisco certification a year. Candidates for the CCNA-Security are required to have 
a valid CCNA before sitting for this exam." Security as a Centerpiece--The first Cisco certification 
specifically focused on Security. The CCNA-Security certification is the first step towards Cisco's brand 
new Cisco Certified Security Professional (CCSP) and Cisco Certified Internetworking Engineer--Se-
curity (CCIE Security) designations." Security Spending on the Rise--According to Forrester Research, 
most IT organizations who responded plan to increase security spending. With Cisco the leader in 
network hardware, organizations will be looking for qualified IT professionals skilled in securing a 
Cisco network." 100% Focused on the Exam--Will cover in depth all exam objectives, and will include 
useful hands on labs to give candidates the hands on necessary to perform the skills expected from all 
CCNA-Security recipients." Huge Growth Potential--According to the U.S. Bureau of Labor Statistics, 
general networking/system administration jobs are expected to increase by nearly 82% by 2010. About 
The Book: The Cisco Certified Network Associate-Security (CCNA-Security) concentration certification 
targets candidates responsible for securing a network that primarily uses Cisco devices. This in-depth 
Study Guide provides 100% coverage of every exam objective, covering in depth the technologies 
developed by Cisco specifically designed to ensure a network is secure. Book features hands-on labs, 
end of chapter review questions, and a handy tear-out objective map showing the reader where each 
exam objective is covered. In addition, the enhanced CD contains the Sybex Test Engine, Flashcards, 
and entire book in PDF format.

CCNA SECURITY STUDY GUIDE: IINS EXAM 640-553 (With CD )

The only authorized Companion Guide for the Cisco Networking Academy Program The Network 
Security 1 and 2 Companion Guide is designed as a portable desk reference to be used with version 
2.0 of the Cisco® Networking Academy® Program curriculum. The author reinforces the material in 
the two courses to help you to focus on important concepts and to organize your study time for exams. 
This book covers the overall security process based on security policy design and management, with 
an emphasis on security technologies, products, and solutions. The book also focuses on security 
appliance and secure router design, installation, configuration, and maintenance. The first section of 
this book covers authentication, authorization, and accounting (AAA) implementation using routers 
and security appliances and securing the network at both Layer 2 and Layer 3 of the OSI reference 
model. The second section of this book covers intrusion prevention system (IPS) implementation using 
routers and security appliances and virtual private network (VPN) implementation using routers and 
security appliances. New and improved features help you study and succeed in this course: Chapter 
objectives Review core concepts by answering the questions at the beginning of each chapter. Key 



terms Note the networking vocabulary to be introduced and refer to the highlighted terms in context in 
that chapter. Scenarios and setup sequences Visualize real-life situations with details about the problem 
and the solution. Chapter Summaries Review a synopsis of the chapter as a study aid. Glossary Consult 
the all-new glossary with more than 85 terms. Check Your Understanding questions and answer key 
Evaluate your readiness to move to the next chapter with the updated end-of-chapter questions. The 
answer appendix explains each answer. Lab References Stop when you see this icon and perform the 
related labs in the online curriculum. Companion CD-ROM The CD-ROM includes: Interactive Media 
Elements More than 95 activities that visually demonstrate some of the topics in the course Additional 
Resources Command reference and materials to enhance your experience with the curriculum

Network Security 1 and 2 Companion Guide

CCNA Security Official Exam Certification Guide Master the IINS 640-553 exam with this official 
study guide Assess your knowledge with chapter-opening quizzes Review key concepts with Exam 
Preparation Tasks Practice with realistic exam questions on the CD-ROM CCNA Security Official 
Exam Certification Guideis a best of breed Cisco exam study guide that focuses specifically on the 
objectives for the CCNA Security IINS exam. Senior security instructors Michael Watkins and Kevin 
Wallace share preparation hints and test-taking tips, helping you identify areas of weakness and 
improve both your conceptual knowledge and hands-on skills. Material is presented in a concise 
manner, focusing on increasing your understanding and retention of exam topics. CCNA Security 
Official Exam Certification Guidepresents you with an organized test preparation routine through the 
use of proven series elements and techniques. “Do I Know This Already?” quizzes open each chapter 
and allow you to decide how much time you need to spend on each section. Exam topic lists make 
referencing easy. Chapter-ending Exam Preparation Tasks sections help drill you on key concepts you 
must know thoroughly. The companion CD-ROM contains a powerful testing engine that allows you 
to focus on individual topic areas or take complete, timed exams. The assessment engine also tracks 
your performance and provides feedback on a topic-by-topic basis, presenting question-by-question 
remediation to the text and laying out a complete study plan for review. Well-regarded for its level 
of detail, assessment features, and challenging review questions and exercises, this official study 
guide helps you master the concepts and techniques that will enable you to succeed on the exam 
the first time. CCNA Security Official Exam Certification Guideis part of a recommended learning 
path from Cisco that includes simulation and hands-on training from authorized Cisco Learning 
Partners and self-study products from Cisco Press. To find out more about instructor-led training, 
e-learning, and hands-on instruction offered by authorized Cisco Learning Partners worldwide, please 
visit www.cisco.com/go/authorizedtraining. Michael Watkins, CCNA/CCNP /CCVP /CCSP , is a full-time 
senior technical instructor with SkillSoft Corporation. With 13 years of network management, training, 
and consulting experience, Michael has worked with organizations such as Kraft Foods, Johnson and 
Johnson, Raytheon, and the United States Air Force to help them implement and learn the latest 
network technologies. Kevin Wallace, CCIE No. 7945, is a certified Cisco instructor working full time 
for SkillSoft, where he teaches courses in the Cisco CCSP, CCVP, and CCNP tracks. With 19 years of 
Cisco networking experience, Kevin has been a network design specialist for the Walt Disney World 
Resort and a network manager for Eastern Kentucky University. Kevin also is a CCVP, CCSP, CCNP, 
and CCDP with multiple Cisco security and IP communications specializations. The official study guide 
helps you master all the topics on the IINS exam, including Network security threats Security policies 
Network perimeter defense AAA configuration Router security Switch security Endpoint security SAN 
security VoIP security IOS firewalls Cisco IOS IPS Cryptography Digital signatures PKI and asymmetric 
encryption IPsec VPNs This volume is part of the Exam Certification Guide Series from Cisco Press 
. Books in this series provide officially developed exam preparation materials that offer assessment, 
review, and practice to help Cisco Career Certification candidates identify weaknesses, concentrate 
their study efforts, and enhance their confidence as exam day nears. Category: Cisco Press-Cisco 
Certification Covers: IINS exam 640-553

CCNA Security Official Exam Certification Guide

The Todd Lammle Authorized Cisco CCNP Security Implementing and Operating Cisco Security Core 
Technologies (SCOR) 350-701 PassFast will help you drill deep into the SCOR 350-701 objectives 
with over 165 hard hitting questions to really help you prepare for the CCNP SCOR exam. Pass the 
first time with Todd Lammle Authorized Cisco material! You can find the original test and information, 
as well the full video SCOR course with a Platinum license at www.lammle.com



Cisco CCNP Security SCOR 350-701 PassFast

The Cisco authorized self-study test preparation guide for CCIE Security 2.0 Written Exam #350-018 
The only official, Cisco-endorsed study guide for the CCIE Security 2.0 written exam Includes 
best-of-breed self-assessment series features: CD-ROM test engine, "Do I Know This Already?" 
quizzes, topic lists/foundation summaries, and review questions Learn from a threaded case study 
presented throughout the book that builds in complexity as new topics are introduced The popular Cisco 
CCIE Security track recently underwent a revision. Updated to a 2.0 version, the CCIE Security written 
exam (exam #350-018) includes expanded coverage of topics related to highly secure enterprise 
networks. CCIE Security Exam Certification Guide, Second Edition, reinforces knowledge tested on 
the CCIE Security 2.0 written exam. The book follows the 2.0 blueprint, which details eight key areas 
that candidates must master: security protocols, operating systems, application protocols, general 
networking, security technologies, Cisco security applications, general security topics, and topics 
related to Cisco IOS software. Fully updated to cover the eight exam areas in detail, this book contains 
proven self-assessment series features: "Do I Know This Already?" quizzes test prior knowledge; topic 
lists and Foundation Summary tables make referencing easy; and chapter-ending review questions test 
retention. Additionally, each chapter ends with a lab scenario to test readers' application of concepts. 
The book concludes with a comprehensive CCIE Security practice lab, helping readers reinforce 
concepts and prepare for the hands-on lab exam. Also included is a powerful testing engine on the 
companion CD-ROM thatcontains over 500 practice questions. Henry Benjamin, CCIE No. 4695, is a 
former customer service engineer for Cisco and a triple CCIE (R/S, ISPD Dial, and Communication 
Services). He holds a Bachelor of Engineering degree from Sydney University and has more than 
10 years experience in Cisco networks including planning, designing and implementation of large IP 
networks. Currently a senior network consultant for Alphawest, Henry is the author of CCIE Security 
Exam Certification Guide, First Edition, and CCNP Practical Studies: Routing (Cisco Press).

CCIE Security Exam Certification Guide

31 Days Before Your CCNA Security Exam 31 Days Before Your CCNA Security Exam offers you 
an engaging and practical way to understand the certification process, commit to taking the CCNA 
Security IINS 210-260 certification exam, and finish your preparation using a variety of Primary and 
Supplemental study resources. The IINS 210-260 exam tests your knowledge of secure network 
infrastructure, core security concepts, secure access, VPN encryption, firewalls, intrusion prevention, 
web/email content security, and endpoint security. It also tests your skills for installing, troubleshooting, 
and monitoring secure networks to maintain the integrity, confidentiality, and availability of data and 
devices. Sign up for the IINS 210-260 exam and use the book’s day-by-day guide and checklist to 
organize, prepare, and review. Each day in this guide breaks down an exam topic into a manageable 
bit of information to review using short summaries. A Study Resources section provides you with 
a quick reference for locating more in-depth treatment of a day’s topics within the Primary and 
Supplemental resources. The features of the book empower you to fit exam preparation into a busy 
schedule: · A visual calendar summarizing each day’s study topic · A checklist providing advice for 
preparation activities leading up to the exam · A description of the CCNA Security IINS 210-260 exam 
organization and sign-up process · Strategies from the author to be mentally, organizationally, and 
physically prepared for exam day · A conversational tone, which makes your study time more enjoyable 
Primary Resources: CCNA Security 210-260 Official Cert Guide ISBN-13: 978-1-58720-566-8 CCNA 
Security Course Booklet Version 2 ISBN-13: 978-1-58713-351-0 CCNA Security Lab Manual Version 
2 ISBN-13: 978-1-58713-350-3 Supplemental Resources: CCNA Security 210-260 Complete Video 
Course ISBN-13: 978-0-13-449931-4 CCNA Security Portable Command Guide, Second Edition 
ISBN-13: 978-1-58720-575-0 Cisco ASA: All-in-One Next-Generation Firewall, IPS, and VPN Services, 
Third Edition ISBN-13: 978-1-58714-307-6 Category: Certification Covers: CCNA Security

31 Days Before Your CCNA Security Exam

All the CCNA Security 640-554 commands in one compact, portable resource Preparing for the latest 
CCNA® Security exam? Here are all the CCNA Security commands you need in one condensed, 
portable resource. Filled with valuable, easy-to-access information, the CCNA Security Portable 
Command Guide is portable enough for you to use whether you’re in the server room or the equipment 
closet. Completely updated to reflect the new CCNA Security 640-554 exam, this quick reference sum-
marizes relevant Cisco IOS® Software commands, keywords, command arguments, and associated 
prompts, and offers tips and examples for applying these commands to real-world security challenges. 



Throughout, configuration examples provide an even deeper understanding of how to use IOS to protect 
networks. Topics covered include • Networking security fundamentals: concepts, policies, strategies, 
and more • Securing network infrastructure: network foundations, CCP, management plane and access, 
and data planes (IPv6/IPv4) • Secure connectivity: VPNs, cryptography, IPsec, and more • Threat 
control and containment: strategies, ACL threat mitigation, zone-based firewalls, and Cisco IOS IPS • 
Securing networks with ASA: ASDM, basic and advanced settings, and ASA SSL VPNs Bob Vachon is 
a professor at Cambrian College. He has held CCNP certification since 2002 and has collaborated on 
many Cisco Networking Academy courses. He was the lead author for the Academy’s CCNA Security 
v1.1 curriculum that aligns to the Cisco IOS Network Security (IINS) certification exam (640-554). · 
Access all CCNA Security commands: use as a quick, offline resource for research and solutions · 
Logical how-to topic groupings provide one-stop research · Great for review before CCNA Security 
certification exams · Compact size makes it easy to carry with you, wherever you go · “Create Your 
Own Journal” section with blank, lined pages allows you to personalize the book for your needs · “What 
Do You Want to Do?” chart inside front cover helps you to quickly reference specific tasks This book 
is part of the Cisco Press® Certification Self-Study Product Family, which offers readers a self-paced 
study routine for Cisco® certification exams. Titles in the Cisco Press Certification Self-Study Product 
Family are part of a recommended learning program from Cisco that includes simulation and hands-on 
training from authorized Cisco Learning Partners and self-study products from Cisco Press.

CCNA Security (640-554) Portable Command Guide

Best Selling Cisco Author Todd Lammle, Donald Robb and Alsouqi have just completed there newest 
study guide: CCNP Security Securing Networks with Cisco Firepower (SNCF) 300-710 Volume II-the 
most popular CCNP Security elective! This book, written by the preeminent Cisco Firepower expert, 
thoroughly covers the Cisco CCNP SNCF exam objectives in a step-by-step, user friendly manner 
that will help get you through the grueling Cisco exam the first time!Covers ALL the CCNP Security 
Cisco Firepower SNCF 300-710 exam objectives! Real life examples abound in this book!You will go 
step-by-step through setting up a Cisco Firepower Management Center (FMC) and Cisco Firepower 
Threat Defense (FTD), as well as the Firepower 7000/8000 Appliances.Learn the following: Install 
a virtual and hardware FMC with System configuration, licensing and health policy, and then bring 
your devices into the FMC to be managed.Install a Cisco Firepower Appliance using inline, passive, 
switching, routing and BVI.Includes 4100/9300 Install with FXOS and Chassis Manager in-depth!Learn 
and configure High Availability for hardware FMC's and all FTD devices, followed by an intense 
monitoring and troubleshooting section.Configure FXOS Chassis Manager and bring up a virtual FTD 
and ASA image, as well as RadWare. Configure multi-instance on the Chassis manager, and then 
understand what a cluster is and how to configure a cluster. Most importantly, understand the traffic flow 
which is very important or the exam and not written anywhere else! Learn about FTD 1000/2100/4100 
and 9300 new Devices and how to install, perform password recovery and how to bring them into a 
FMC!Install a Cisco Firepower Threat Defense (FTD) and configure it with IP addresses, IP routing, 
NAT and VPN. Prepare it to be managed by a FMC. Configure the full Snort process of Security 
Intelligence (SI), Prefilter, DNS Policy, SSL Policy, Network Analyst Policy (NAP), AD Identity Policy and 
Realms, the main Access Control Policy, QoS, Firepower Network Discovery, File & Malware Policy, IPS 
policy, Advanced IPS policy, User Management, Advanced Network Analysis and more! Experience 
the detailed step-by-step building of an intense and detailed Access Control Policy (ACP), designed 
by the most experienced Firepower instructor/consultant that you can use in your own network! Learn 
how to tune your Cisco FMC policies with advanced network analysis tools found only in this book! 
Create, configure and manage a Cisco Snort IPS policy in detail, and fine tune it!Created by an author 
with more than 30 years' experience in Cisco, and over 10,000 FTD device installs! The amount of 
Cisco Firepower knowledge in this book cannot be beat!This book is focused on the CCNP Security 
Cisco Firepower SNCF objectives! You Will Pass! Add a www.lammle.com/firepower membership to 
gain intense practice questions, detailed videos that go through every chapter of this book, and also 
rent pods for lab practice!

CCIE/CCNP Security Exam 300-710

Harden perimeter routers with Cisco firewall functionality and features to ensure network security 
Detect and prevent denial of service (DoS) attacks with TCP Intercept, Context-Based Access Control 
(CBAC), and rate-limiting techniques Use Network-Based Application Recognition (NBAR) to detect 
and filter unwanted and malicious traffic Use router authentication to prevent spoofing and routing 
attacks Activate basic Cisco IOS filtering features like standard, extended, timed, lock-and-key, and 



reflexive ACLs to block various types of security threats and attacks, such as spoofing, DoS, Trojan 
horses, and worms Use black hole routing, policy routing, and Reverse Path Forwarding (RPF) to 
protect against spoofing attacks Apply stateful filtering of traffic with CBAC, including dynamic port 
mapping Use Authentication Proxy (AP) for user authentication Perform address translation with NAT, 
PAT, load distribution, and other methods Implement stateful NAT (SNAT) for redundancy Use Intrusion 
Detection System (IDS) to protect against basic types of attacks Obtain how-to instructions on basic 
logging and learn to easily interpret results Apply IPSec to provide secure connectivity for site-to-site 
and remote access connections Read about many, many more features of the IOS firewall for mastery 
of router security The Cisco IOS firewall offers you the feature-rich functionality that you've come to 
expect from best-of-breed firewalls: address translation, authentication, encryption, stateful filtering, 
failover, URL content filtering, ACLs, NBAR, and many others. Cisco Router Firewall Security teaches 
you how to use the Cisco IOS firewall to enhance the security of your perimeter routers and, along 
the way, take advantage of the flexibility and scalability that is part of the Cisco IOS Software package. 
Each chapter in Cisco Router Firewall Security addresses an important component of perimeter router 
security. Author Richard Deal explains the advantages and disadvantages of all key security features 
to help you understand when they should be used and includes examples from his personal consulting 
experience to illustrate critical issues and security pitfalls. A detailed case study is included at the end 
of the book, which illustrates best practices and specific information on how to implement Cisco router 
security features. Whether you are looking to learn about firewall security or seeking how-to techniques 
to enhance security in your Cisco routers, Cisco Router Firewall Security is your complete reference 
for securing the perimeter of your network. This book is part of the Networking Technology Series 
from Cisco Press, which offers networking professionals valuable information for constructing efficient 
networks, understanding new technologies, and building successful careers.

Cisco Router Firewall Security

Implementing Cisco IOS Network Security (IINS) Foundation Learning Guide Second Edition Foun-
dation learning for the CCNA Security IINS 640-554 exam Implementing Cisco IOS Network Security 
(IINS) Foundation Learning Guide, Second Edition, is a Cisco-authorized, self-paced learning tool for 
CCNA® Security 640-554 foundation learning. This book provides you with the knowledge needed 
to secure Cisco® networks. By reading this book, you will gain a thorough understanding of how 
to develop a security infrastructure, recognize threats and vulnerabilities to networks, and mitigate 
security threats. This book focuses on using Cisco IOS routers to protect the network by capitalizing on 
their advanced features as a perimeter router, firewall, intrusion prevention system, and site-to-site 
VPN device. The book also covers the use of Cisco Catalyst switches for basic network security, 
the Cisco Secure Access Control System (ACS), and the Cisco Adaptive Security Appliance (ASA). 
You learn how to perform basic tasks to secure a small branch office network using Cisco IOS 
security features available through web-based GUIs (Cisco Configuration Professional) and the CLI 
on Cisco routers, switches, and ASAs. Whether you are preparing for CCNA Security certification or 
simply want to gain a better understanding of Cisco IOS security fundamentals, you will benefit from 
the information provided in this book. Implementing Cisco IOS Network Security (IINS) Foundation 
Learning Guide, Second Edition, is part of a recommended learning path from Cisco that includes 
simulation and hands-on training from authorized Cisco Learning Partners and self-study products from 
Cisco Press. To find out more about instructor-led training, e-learning, and hands-on instruction offered 
by authorized Cisco Learning Partners worldwide, please visit www.cisco.com/go/authorizedtraining. 
-- Develop a comprehensive network security policy to counter threats against information security 
-- Secure borderless networks -- Learn how to use Cisco IOS Network Foundation Protection (NFP) 
and Cisco Configuration Professional (CCP) -- Securely implement the management and reporting 
features of Cisco IOS devices -- Deploy Cisco Catalyst Switch security features -- Understand IPv6 
security features -- Plan threat control strategies -- Filter traffic with access control lists -- Configure 
ASA and Cisco IOS zone-based firewalls -- Implement intrusion prevention systems (IPS) and network 
address translation (NAT) -- Secure connectivity with site-to-site IPsec VPNs and remote access VPNs 
This volume is in the Foundation Learning Guide Series offered by Cisco Press®. These guides are 
developed together with Cisco as the only authorized, self-paced learning tools that help networking 
professionals build their understanding of networking concepts and prepare for Cisco certification 
exams. Category: Cisco Certification Covers: CCNA Security IINS exam 640-554

Implementing Cisco IOS Network Security (IINS 640-554) Foundation Learning Guide



Prepare for the new CCSP SECUR 642-501 exam with the only Cisco authorized SECUR preparation 
guide available The only SECUR guide developed in conjunction with Cisco, providing the most accu-
rate and up-to-date topical coverage Electronic testing engine on CD-ROM provides flexible assess-
ment features and feedback on areas for further study Modular writing style and other features from the 
Exam Certification Guide series provide candidates with superior learning and topic retention This title 
is primarily intended for networking professionals pursuing the CCSP certification and preparing for the 
SECUR 642-501 exam, one of five CCSP component exams. The materials, however, appeal to an even 
broader range of networking professionals seeking a better understanding of the policies, strategies, 
and techniques of network security. The exam and course, Securing Cisco IOS Networks (SECUR), 
cover a broad range of networking security topics, providing an overview of the critical components 
of network security. The other component exams of CCSP then focus on specific areas within that 
overview, like PIX and VPNs, in even greater detail. CCSP SECUR Exam Certification Guide (CCSP 
Self-Study) combines leading edge coverage of security concepts with all the proven learning and exam 
preparation features of the Exam Certification Guide series from Cisco Press, including the CD-ROM 
testing engine with more than 200 questions, pre- and post-chapter quizzes and a modular book and 
CD organization that breaks concepts down into smaller, easy-to-absorb blocks of information. Specific 
coverage includes security policies, security threat evaluation, AAA (authentication, authorization, and 
accounting), NAS with AAA, Cisco Secure ACS, IOS firewall features, encryption technologies, IPSec, 
PIX Firewall configuration, and integration with VPN solutions from Cisco Secure Policy Manager. 
158720072411212003

CCSP SECUR Exam Certification Guide

This is the eBook version of the print title. Note that the eBook does not provide access to the 
practice test software that accompanies the print book. Learn, prepare, and practice for CCNA Cyber 
Ops SECFND 210-250 exam success with this Cert Guide from Pearson IT Certification, a leader 
in IT Certification learning. Master CCNA Cyber Ops SECFND 210-250 exam topics Assess your 
knowledge with chapter-ending quizzes Review key concepts with exam preparation tasks CCNA 
Cyber Ops SECFND 210-250 Official Cert Guide is a best-of-breed exam study guide. Cisco enterprise 
security experts Omar Santos, Joseph Muniz, and Stefano De Crescenzo share preparation hints 
and test-taking tips, helping you identify areas of weakness and improve both your conceptual 
knowledge and hands-on skills. Material is presented in a concise manner, focusing on increasing 
your understanding and retention of exam topics. The book presents you with an organized test 
preparation routine through the use of proven series elements and techniques. Exam topic lists make 
referencing easy. Chapter-ending Exam Preparation Tasks help you drill on key concepts you must 
know thoroughly. Review questions help you assess your knowledge, and a final preparation chapter 
guides you through tools and resources to help you craft your final study plan. Well-regarded for its 
level of detail, assessment features, and challenging review questions and exercises, this study guide 
helps you master the concepts and techniques that will allow you to succeed on the exam the first time. 
The study guide helps you master all the topics on the CCNA Cyber Ops SECFND exam, including: 
Fundamentals of networking protocols and networking device types Network security devices and cloud 
services Security principles Access control models Security management concepts and techniques 
Fundamentals of cryptography and PKI Essentials of Virtual Private Networks (VPNs) Windows-based 
Analysis Linux /MAC OS X-based Analysis Endpoint security technologies Network and host telemetry 
Security monitoring operations and challenges Types of attacks and vulnerabilities Security evasion 
techniques

CCNA Cyber Ops SECFND #210-250 Official Cert Guide

Best Selling Cisco Author Todd Lammle has just completed his newest study guide: CCNP Security 
Securing Networks with Cisco Firepower (SNCF) 300-710--the most popular CCNP Security elective! 
This book, written by the preeminent Cisco Firepower expert, thoroughly covers the Cisco CCNP 
SNCF exam objectives in a step-by-step, user friendly manner that will help get you through the 
grueling Cisco exam the first time!Covers ALL the CCNP Security Cisco Firepower SNCF 300-710 
exam objectives! Real life examples abound in this book!You will go step-by-step through setting up 
a Cisco Firepower Management Center (FMC) and Cisco Firepower Threat Defense (FTD), as well 
as the Firepower 7000/8000 Appliances.Learn the following:Install a virtual and hardware FMC with 
System configuration, licensing and health policy, and then bring your devices into the FMC to be 
managed.Install a Cisco Firepower Appliance using inline, passive, switching, routing and BVI.Includes 
4100/9300 Install with FXOS and Chassis Manager in-depth!Learn and configure High Availability 



for hardware FMC's and all FTD devices, followed by an intense monitoring and troubleshooting 
section.Configure FXOS Chassis Manager and bring up a virtual FTD and ASA image, as well as 
RadWare. Configure multi-instance on the Chassis manager, and then understand what a cluster is 
and how to configure a cluster. Most importantly, understand the traffic flow which is very important or 
the exam and not written anywhere else! Learn about FTD 1000/2100/4100 and 9300 new Devices and 
how to install, perform password recovery and how to bring them into a FMC!Install a Cisco Firepower 
Threat Defense (FTD) and configure it with IP addresses, IP routing, NAT and VPN. Prepare it to be 
managed by a FMC. Configure the full Snort process of Security Intelligence (SI), Prefilter, DNS Policy, 
SSL Policy, Network Analyst Policy (NAP), AD Identity Policy and Realms, the main Access Control 
Policy, QoS, Firepower Network Discovery, File & Malware Policy, IPS policy, Advanced IPS policy, User 
Management, Advanced Network Analysis and more! Experience the detailed step-by-step building of 
an intense and detailed Access Control Policy (ACP), designed by the most experienced Firepower 
instructor/consultant that you can use in your own network! Learn how to tune your Cisco FMC policies 
with advanced network analysis tools found only in this book! Create, configure and manage a Cisco 
Snort IPS policy in detail, and fine tune it!Created by an author with more than 30 years' experience 
in Cisco, and over 10,000 FTD device installs! The amount of Cisco Firepower knowledge in this book 
cannot be beat!This book is focused on the CCNP Security Cisco Firepower SNCF objectives! You 
Will Pass! Add a www.lammle.com/firepower membership to gain intense practice questions, detailed 
videos that go through every chapter of this book, and also rent pods for lab practice!

CCIE/CCNP Security Exam 300-710: Securing Networks with Cisco Firepower (SNCF)

Implementing Cisco IOS Network Security (IINS) Foundation Learning Guide Second Edition Foun-
dation learning for the CCNA Security IINS 640-554 exam Implementing Cisco IOS Network Security 
(IINS) Foundation Learning Guide, Second Edition, is a Cisco-authorized, self-paced learning tool for 
CCNA® Security 640-554 foundation learning. This book provides you with the knowledge needed 
to secure Cisco® networks. By reading this book, you will gain a thorough understanding of how 
to develop a security infrastructure, recognize threats and vulnerabilities to networks, and mitigate 
security threats. This book focuses on using Cisco IOS routers to protect the network by capitalizing on 
their advanced features as a perimeter router, firewall, intrusion prevention system, and site-to-site 
VPN device. The book also covers the use of Cisco Catalyst switches for basic network security, 
the Cisco Secure Access Control System (ACS), and the Cisco Adaptive Security Appliance (ASA). 
You learn how to perform basic tasks to secure a small branch office network using Cisco IOS 
security features available through web-based GUIs (Cisco Configuration Professional) and the CLI 
on Cisco routers, switches, and ASAs. Whether you are preparing for CCNA Security certification or 
simply want to gain a better understanding of Cisco IOS security fundamentals, you will benefit from 
the information provided in this book. Implementing Cisco IOS Network Security (IINS) Foundation 
Learning Guide, Second Edition, is part of a recommended learning path from Cisco that includes 
simulation and hands-on training from authorized Cisco Learning Partners and self-study products from 
Cisco Press. To find out more about instructor-led training, e-learning, and hands-on instruction offered 
by authorized Cisco Learning Partners worldwide, please visit www.cisco.com/go/authorizedtraining. 
-- Develop a comprehensive network security policy to counter threats against information security 
-- Secure borderless networks -- Learn how to use Cisco IOS Network Foundation Protection (NFP) 
and Cisco Configuration Professional (CCP) -- Securely implement the management and reporting 
features of Cisco IOS devices -- Deploy Cisco Catalyst Switch security features -- Understand IPv6 
security features -- Plan threat control strategies -- Filter traffic with access control lists -- Configure 
ASA and Cisco IOS zone-based firewalls -- Implement intrusion prevention systems (IPS) and network 
address translation (NAT) -- Secure connectivity with site-to-site IPsec VPNs and remote access VPNs 
This volume is in the Foundation Learning Guide Series offered by Cisco Press®. These guides are 
developed together with Cisco as the only authorized, self-paced learning tools that help networking 
professionals build their understanding of networking concepts and prepare for Cisco certification 
exams. Category: Cisco Certification Covers: CCNA Security IINS exam 640-554

Implementing Cisco IOS Network Security (IINS)

Here's the book you need to prepare for Cisco's Secure Intrusion Detection (CSIDS) and SAFE 
Implementation (CSI) exams. This Study Guide was developed to meet the exacting requirements of 
today's certification candidates. In addition to the focused and accessible instructional approach that 
has earned Sybex the "Best Study Guide" designation in the 2003 CertCities Readers Choice Awards, 
this two-in-one Study Guide provides: Focused coverage on working with a Cisco Intrustion Detection 



System and SAFE Implemtation Practical examples and insights drawn from real-world experience 
Leading-edge exam preparation software, including the Sybex testing engine and electronic flashcards 
for your Palm Authoritative coverage of all exam objectives, including: Secure Intrusion Detection: 
Designing a Cisco IDS protection solution Installing and configuring a Cisco IDS Sensor Tuning and 
customizing signatures to work optimally in specific environments Performing device management 
of supported blocking devices Performing maintenance operations Monitoring a protection solution 
for small and medium networks Managing a large scale deployment of Cisco IDS Sensors SAFE 
Implementation Security Fundamentals Architectural Overview Cisco Security Portfolio SAFE Small 
Network Design SAFE Medium Network Design SAFE Remote-User Network Implementation Note: 
CD-ROM/DVD and other supplementary materials are not included as part of eBook file.

CCSP: Secure Intrusion Detection and SAFE Implementation Study Guide

Official self-study test preparation guide for the Cisco 9E0-111 and 642-521 CSPFA exams Coverage of 
the CSPFA topics enables you to identify and fill your knowledge gaps before the exam date. You'll learn 
about: The comprehensive line of Cisco PIX Firewall products and the technology and features central 
to each one Transport protocols, Network Address Translation (NAT), and Port Address Translation 
(PAT) Using access control lists and URL filtering Use and configuration of group objects Attack guards 
and intrusion detection Concepts that support failover as well as configuration information Enabling a 
secure virtual private network (VPN) Using Cisco PIX Device Manager to configure a firewall and to 
create VPNs Becoming a CCSP distinguishes you as part of an exclusive group of experts, ready to 
take on today's most challenging security tasks. Administration of the Cisco PIX Firewall is a difficult and 
complex task, critical for protecting a network. Whether you are seeking a PIX Focused Certification or 
the full-fledged CCSP Certification, learning what you need to know to pass the CSPFA (Cisco Secure 
PIX Firewall Advanced) exam will qualify you to keep your company's network safe while meeting 
business needs. Each chapter of the CCSP Cisco Secure PIX Firewall Advanced Exam Certification 
Guide tests your knowledge of the exam subjects through features such as quizzes that assess your 
knowledge, sections that detail exam topics to master, and areas that highlight essential subjects for 
quick reference and review. Because experienced IT professionals will agree that the most demanding 
portion of their jobs is troubleshooting, the final section of this book includes scenarios dedicated 
to troubleshooting Cisco PIX Firewall configuration. This includes a description of the problem, a 
portion of the system configuration, debug output, and suggestions to help you resolve the issue. The 
companion CD-ROM's customizable testing engine enables you to take practice exams that mimic 
the real testing environment, focus on particular topic areas, randomize answers for reusability, track 
your progress, and refer to the electronic text for review. CCSP Cisco Secure PIX Firewall Advanced 
Exam Certification Guide is part of a recommended learning path from Cisco Systems that can include 
simulation and hands-on training from authorized Cisco Learning Partners and self-study products from 
Cisco Press. To find out more about instructor-led training, e-learning, and hands-on instruction offered 
by authorized Cisco Learning Partners worldwide, please visit www.cisco.com/go/authorizedtraining. 
Companion CD-ROM This companion CD-ROM contains a test bank with more than 200 practice exam 
questions.

CCSP Cisco Secure PIX Firewall Advanced Exam Certification Guide (CCSP Self-Study)

The only Cisco authorized exam certification guide for the new CSVPN exam offers pre- and post-chap-
ter quizzes help to assess knowledge and identify areas of weakness. Overviews and foundation 
summaries present complete and quick review of all CSVPN exam topics.

CCSP Cisco Secure VPN Exam Certification Guide
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