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Gain a comprehensive understanding of cloud networking and the intricate landscape of cloud-based 
data center networks. This guide explores the core principles, architecture, and practical considera-
tions for designing, implementing, and managing robust network infrastructure in the modern cloud 
environment, optimizing performance and security.
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Cloud Networking

Cloud Networking: Understanding Cloud-Based Data Center Networks explains the evolution of es-
tablished networking technologies into distributed, cloud-based networks. Starting with an overview of 
cloud technologies, the book explains how cloud data center networks leverage distributed systems 
for network virtualization, storage networking, and software-defined networking. The author offers 
insider perspective to key components that make a cloud network possible such as switch fabric 
technology and data center networking standards. The final chapters look ahead to developments 
in architectures, fabric technology, interconnections, and more. By the end of the book, readers will 
understand core networking technologies and how they’re used in a cloud data center. Understand 
existing and emerging networking technologies that combine to form cloud data center networks 
Explains the evolution of data centers from enterprise to private and public cloud networks Reviews 
network virtualization standards for multi-tenant data center environments Includes cutting-edge detail 
on the latest switch fabric technologies from the networking team in Intel

Cloud Native Data Center Networking

If you want to study, build, or simply validate your thinking about modern cloud native data center 
networks, this is your book. Whether you’re pursuing a multitenant private cloud, a network for running 
machine learning, or an enterprise data center, author Dinesh Dutt takes you through the steps neces-
sary to design a data center that’s affordable, high capacity, easy to manage, agile, and reliable. Ideal 
for network architects, data center operators, and network and containerized application developers, 
this book mixes theory with practice to guide you through the architecture and protocols you need to 
create and operate a robust, scalable network infrastructure. The book offers a vendor-neutral way to 
look at network design. For those interested in open networking, this book is chock-full of examples 
using open source software, from FRR to Ansible. In the context of a cloud native data center, you’ll 
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examine: Clos topology Network disaggregation Network operating system choices Routing protocol 
choices Container networking Network virtualization and EVPN Network automation

Cloud Services, Networking, and Management

Cloud Services, Networking and Management provides a comprehensive overview of the cloud 
infrastructure and services, as well as their underlying management mechanisms, including data center 
virtualization and networking, cloud security and reliability, big data analytics, scientific and commercial 
applications. Special features of the book include: State-of-the-art content Self-contained chapters for 
readers with specific interests Includes commercial applications on Cloud (video services and games)

Virtualized Cloud Data Center Networks: Issues in Resource Management.

This book discusses the characteristics of virtualized cloud networking, identifies the requirements of 
cloud network management, and illustrates the challenges in deploying virtual clusters in multi-tenant 
cloud data centers. The book also introduces network partitioning techniques to provide contention-free 
allocation, topology-invariant reallocation, and highly efficient resource utilization, based on the Fat-tree 
network structure. Managing cloud data center resources without considering resource contentions 
among different cloud services and dynamic resource demands adversely affects the performance 
of cloud services and reduces the resource utilization of cloud data centers. These challenges are 
mainly due to strict cluster topology requirements, resource contentions between uncooperative cloud 
services, and spatial/temporal data center resource fragmentation. Cloud data center network resource 
allocation/reallocation which cope well with such challenges will allow cloud services to be provisioned 
with predictable network performance, mitigate service performance degradation and even guarantee 
service level agreements. Virtualized Cloud Data Center Networks: Issues in Resource Management 
tackles the challenges of managing cloud data center networks and introduces techniques to efficiently 
deploy large-scale distributed computing applications that require predictable performance in multi-ten-
ant cloud data centers.

Cloud Networking for Big Data

This book introduces two basic big data processing paradigms for batch data and streaming data. 
Representative programming frameworks are also presented, as well as software defined networking 
(SDN) and network function virtualization (NFV) technologies as key cloud networking technologies. 
The authors illustrate that SDN and NFV can be applied to benefit the big data processing by proposing 
a cloud networking framework. Based on the framework, two case studies examine how to improve 
the cost efficiency of big data processing. Cloud Networking for Big Data targets professionals and 
researchers working in big data, networks, wireless communications and information technology. 
Advanced-level students studying computer science and electrical engineering will also find this book 
valuable as a study guide.

Cloud Data Center Network Architectures and Technologies

Cloud Data Center Network Architectures and Technologies has been written with the support of 
Huawei's vast technical knowledge and experience in the data center network (DCN) field, as well 
as its understanding of customer service requirements. This book describes in detail the architecture 
design, technical implementation, planning and design, and deployment suggestions for cloud DCNs 
based on the service challenges DCNs encounter. It starts by describing the overall architecture and 
technical evolution of DCNs, with the aim of helping readers understand the development of DCNs. It 
then proceeds to explain the design and implementation of cloud DCNs, including the service model 
of a single data center (DC), construction of physical and logical networks of DCs, construction of 
multiple DCNs, and security solutions of DCs. Next, this book dives deep into practices of cloud DCN 
deployment based on real-world cases to help readers better understand how to build cloud DCNs. 
Finally, this book introduces DCN openness and some of the hottest forward-looking technologies. 
In summary, you can use this book as a reference to help you to build secure, reliable, efficient, 
and open cloud DCNs. It is intended for technical professionals of enterprises, research institutes, 
information departments, and DCs, as well as teachers and students of computer network-related 
majors in colleges and universities. Authors Lei Zhang Mr. Zhang is the Chief Architect of Huawei's 
DCN solution. He has more than 20 years' experience in network product and solution design, as 
well as a wealth of expertise in product design and development, network planning and design, and 
network engineering project implementation. He has led the design and deployment of more than 10 



large-scale DCNs for Fortune Global 500 companies worldwide. Le Chen Mr. Chen is a Huawei DCN 
Solution Documentation Engineer with eight years' experience in developing documents related to DCN 
products and solutions. He has participated in the design and delivery of multiple large-scale enterprise 
DCNs. Mr. Chen has written many popular technical document series, such as DCN Handbook and 
BGP Topic.

Data Center Virtualization Fundamentals

Data Center Virtualization Fundamentals For many IT organizations, today’s greatest challenge is to 
drive more value, efficiency, and utilization from data centers. Virtualization is the best way to meet this 
challenge. Data Center Virtualization Fundamentals brings together the comprehensive knowledge 
Cisco professionals need to apply virtualization throughout their data center environments. Leading 
data center expert Gustavo A. A. Santana thoroughly explores all components of an end-to-end data 
center virtualization solution, including networking, storage, servers, operating systems, application 
optimization, and security. Rather than focusing on a single product or technology, he explores product 
capabilities as interoperable design tools that can be combined and integrated with other solutions, 
including VMware vSphere. With the author’s guidance, you’ll learn how to define and implement high-
ly-efficient architectures for new, expanded, or retrofit data center projects. By doing so, you can deliver 
agile application provisioning without purchasing unnecessary infrastructure, and establish a strong 
foundation for new cloud computing and IT-as-a-service initiatives. Throughout, Santana illuminates key 
theoretical concepts through realistic use cases, real-world designs, illustrative configuration examples, 
and verification outputs. Appendixes provide valuable reference information, including relevant Cisco 
data center products and CLI principles for IOS and NX-OS. With this approach, Data Center Virtualiza-
tion Fundamentals will be an indispensable resource for anyone preparing for the CCNA Data Center, 
CCNP Data Center, or CCIE Data Center certification exams. Learn how virtualization can transform 
and improve traditional data center network topologies Understand the key characteristics and value 
of each data center virtualization technology Walk through key decisions, and transform choices into 
architecture Smoothly migrate existing data centers toward greater virtualization Burst silos that have 
traditionally made data centers inefficient Master foundational technologies such as VLANs, VRF, and 
virtual contexts Use virtual PortChannel and FabricPath to overcome the limits of STP Optimize cabling 
and network management with fabric extender (FEX) virtualized chassis Extend Layer 2 domains 
to distant data center sites using MPLS and Overlay Transport Virtualization (OTV) Use VSANs to 
overcome Fibre Channel fabric challenges Improve SAN data protection, environment isolation, and 
scalability Consolidate I/O through Data Center Bridging and FCoE Use virtualization to radically 
simplify server environments Create server profiles that streamline “bare metal” server provisioning 
“Transcend the rack” through virtualized networking based on Nexus 1000V and VM-FEX Leverage 
opportunities to deploy virtual network services more efficiently Evolve data center virtualization toward 
full-fledged private clouds

Designing Networks and Services for the Cloud

Designing Networks and Services for the Cloud Delivering business-grade cloud applications and 
services A rapid, easy-to-understand approach to delivering a secure, resilient, easy-to-manage, 
SLA-driven cloud experience Designing Networks and Services for the Cloud helps you understand the 
design and architecture of networks and network services that enable the delivery of business-grade 
cloud services. Drawing on more than 40 years of experience in network and cloud design, validation, 
and deployment, the authors demonstrate how networks spanning from the Enterprise branch/HQ 
and the service provider Next-Generation Networks (NGN) to the data center fabric play a key 
role in addressing the primary inhibitors to cloud adoption–security, performance, and management 
complexity. The authors first review how virtualized infrastructure lays the foundation for the delivery 
of cloud services before delving into a primer on clouds, including the management of cloud services. 
Next, they explore key factors that inhibit enterprises from moving their core workloads to the cloud, 
and how advanced networks and network services can help businesses migrate to the cloud with 
confidence. You’ll find an in-depth look at data center networks, including virtualization-aware networks, 
virtual network services, and service overlays. The elements of security in this virtual, fluid environment 
are discussed, along with techniques for optimizing and accelerating the service delivery. The book 
dives deeply into cloud-aware service provider NGNs and their role in flexibly connecting distributed 
cloud resources, ensuring the security of provider and tenant resources, and enabling the optimal 
placement of cloud services. The role of Enterprise networks as a critical control point for securely 
and cost-effectively connecting to high-performance cloud services is explored in detail before various 



parts of the network finally come together in the definition and delivery of end-to-end cloud SLAs. At 
the end of the journey, you preview the exciting future of clouds and network services, along with the 
major upcoming trends. If you are a technical professional or manager who must design, implement, 
or operate cloud or NGN solutions in enterprise or service-provider environments, this guide will be an 
indispensable resource. * Understand how virtualized data-center infrastructure lays the groundwork 
for cloud-based services * Move from distributed virtualization to “IT-as-a-service” via automated 
self-service portals * Classify cloud services and deployment models, and understand the actors in the 
cloud ecosystem * Review the elements, requirements, challenges, and opportunities associated with 
network services in the cloud * Optimize data centers via network segmentation, virtualization-aware 
networks, virtual network services, and service overlays * Systematically secure cloud services * 
Optimize service and application performance * Plan and implement NGN infrastructure to support 
and accelerate cloud services * Successfully connect enterprises to the cloud * Define and deliver on 
end-to-end cloud SLAs * Preview the future of cloud and network services

Cloud Computing

The complete guide to provisioning and managing cloud-based Infrastructure as a Service (IaaS) data 
center solutions Cloud computing will revolutionize the way IT resources are deployed, configured, 
and managed for years to come. Service providers and customers each stand to realize tremendous 
value from this paradigm shift--if they can take advantage of it. Cloud Computing brings together the 
realistic, start-to-finish guidance they need to plan, implement, and manage cloud solution architectures 
for tomorrow's virtualized data centers. It introduces cloud "newcomers" to essential concepts, and 
offers experienced operations professionals detailed guidance on delivering Infrastructure as a Service 
(IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS). This book's replicable 
solutions and fully-tested best practices will help enterprises, service providers, consultants, and Cisco 
partners meet the challenge of provisioning end-to-end cloud infrastructures. Drawing on extensive 
experience working with leading cloud vendors and integrators, the authors present detailed operations 
workflow examples, proven techniques for operating cloud-based network, compute, and storage 
infrastructure; a comprehensive management reference architecture; and a complete case study 
demonstrating rapid, lower-cost solutions design. Cloud Computing will be an indispensable resource 
for all network/IT professionals and managers involved with planning, implementing, or managing 
the next generation of cloud computing services. Venkata (Josh) Josyula, Ph.D., CCIE(R) No. 13518 
is a Distinguished Services Engineer in Cisco Services Technology Group (CSTG) and advises 
Cisco customers on OSS/BSS architecture and solutions. Malcolm Orr, Solutions Architect for Cisco's 
Services Technology Solutions, advises telecoms and enterprise clients on architecting, building, and 
operating OSS/BSS and cloud management stacks. He is Cisco's lead architect for several Tier 1 public 
cloud projects. Greg Page has spent the last eleven years with Cisco in technical consulting roles 
relating to data center architecture/technology and service provider security. He is now exclusively 
focused on developing cloud/IaaS solutions with service providers and systems integrator partners. - 
Review the key concepts needed to successfully deploy clouds and cloud-based services - Transition 
common enterprise design patterns and use cases to the cloud - Master architectural principles 
and infrastructure designs for "real-time" managed IT services - Understand the Cisco approach 
to cloud-related technologies, systems, and services - Develop a cloud management architecture 
using ITIL, TMF, and ITU-TMN standards - Implement best practices for cloud service provisioning, 
activation, and management - Automate cloud infrastructure to simplify service delivery, monitoring, 
and assurance - Choose and implement the right billing/chargeback approaches for your business - 
Design and build IaaS services, from start to finish - Manage the unique capacity challenges associated 
with sporadic, real-time demand - Provide a consistent and optimal cloud user experience This book is 
part of the Networking Technology Series from Cisco Press(R), which offers networking professionals 
valuable information for constructing efficient networks, understanding new technologies, and building 
successful careers. Category: Cloud Computing Covers: Virtualized Data Centers

IBM Data Center Networking: Planning for Virtualization and Cloud Computing

The enterprise data center has evolved dramatically in recent years. It has moved from a model that 
placed multiple data centers closer to users to a more centralized dynamic model. The factors influ-
encing this evolution are varied but can mostly be attributed to regulatory, service level improvement, 
cost savings, and manageability. Multiple legal issues regarding the security of data housed in the 
data center have placed security requirements at the forefront of data center architecture. As the cost 
to operate data centers has increased, architectures have moved towards consolidation of servers 



and applications in order to better utilize assets and reduce "server sprawl." The more diverse and 
distributed the data center environment becomes, the more manageability becomes an issue. These 
factors have led to a trend of data center consolidation and resources on demand using technologies 
such as virtualization, higher WAN bandwidth technologies, and newer management technologies. 
The intended audience of this book is network architects and network administrators. In this IBM® 
Redbooks® publication we discuss the following topics: The current state of the data center network 
The business drivers making the case for change The unique capabilities and network requirements 
of system platforms The impact of server and storage consolidation on the data center network The 
functional overview of the main data center network virtualization and consolidation technologies The 
new data center network design landscape

Cloud Computing

This book reviews the challenging issues that present barriers to greater implementation of the cloud 
computing paradigm, together with the latest research into developing potential solutions. Topics 
and features: presents a focus on the most important issues and limitations of cloud computing, 
covering cloud security and architecture, QoS and SLAs; discusses a methodology for cloud security 
management, and proposes a framework for secure data storage and identity management in the cloud; 
introduces a simulation tool for energy-aware cloud environments, and an efficient congestion control 
system for data center networks; examines the issues of energy-aware VM consolidation in the IaaS 
provision, and software-defined networking for cloud related applications; reviews current trends and 
suggests future developments in virtualization, cloud security, QoS data warehouses, cloud federation 
approaches, and DBaaS provision; predicts how the next generation of utility computing infrastructures 
will be designed.

Handbook on Data Centers

This handbook offers a comprehensive review of the state-of-the-art research achievements in the 
field of data centers. Contributions from international, leading researchers and scholars offer topics in 
cloud computing, virtualization in data centers, energy efficient data centers, and next generation data 
center architecture. It also comprises current research trends in emerging areas, such as data security, 
data protection management, and network resource management in data centers. Specific attention 
is devoted to industry needs associated with the challenges faced by data centers, such as various 
power, cooling, floor space, and associated environmental health and safety issues, while still working 
to support growth without disrupting quality of service. The contributions cut across various IT data 
technology domains as a single source to discuss the interdependencies that need to be supported 
to enable a virtualized, next-generation, energy efficient, economical, and environmentally friendly 
data center. This book appeals to a broad spectrum of readers, including server, storage, networking, 
database, and applications analysts, administrators, and architects. It is intended for those seeking to 
gain a stronger grasp on data center networks: the fundamental protocol used by the applications and 
the network, the typical network technologies, and their design aspects. The Handbook of Data Centers 
is a leading reference on design and implementation for planning, implementing, and operating data 
center networks.

Software-Defined Cloud Centers

This practical text/reference provides an exhaustive guide to setting up and sustaining software-defined 
data centers (SDDCs). Each of the core elements and underlying technologies are explained in detail, 
often supported by real-world examples. The text illustrates how cloud integration, brokerage, and 
orchestration can ensure optimal performance and usage of data resources, and what steps are 
required to secure each component in a SDDC. The coverage also includes material on hybrid cloud 
concepts, cloud-based data analytics, cloud configuration, enterprise DevOps and code deployment 
tools, and cloud software engineering. Topics and features: highlights how technologies relating to 
cloud computing, IoT, blockchain, and AI are revolutionizing business transactions, operations, and 
analytics; introduces the concept of Cloud 2.0, in which software-defined computing, storage, and 
networking are applied to produce next-generation cloud centers; examines software-defined storage 
for storage virtualization, covering issues of cloud storage, storage tiering, and deduplication; discusses 
software-defined networking for network virtualization, focusing on techniques for network optimization 
in data centers; reviews the qualities and benefits of hybrid clouds, that bridge private and public cloud 
environments; investigates the security management of a software-defined data center, and proposes a 



framework for managing hybrid IT infrastructure components; describes the management of multi-cloud 
environments through automated tools, and cloud brokers that aim to simplify cloud access, use and 
composition; covers cloud orchestration for automating application integration, testing, infrastructure 
provisioning, software deployment, configuration, and delivery. This comprehensive work is an essential 
reference for all practitioners involved with software-defined data center technologies, hybrid clouds, 
cloud service management, cloud-based analytics, and cloud-based software engineering.

Cisco Data Center Fundamentals

Get ready to configure and operate modern data centers—and move up to high-value CCNP Data 
Center (DC) certification Cisco Data Center Fundamentals is the complete guide for network engineers 
and other professionals who need a solid understanding of modern data center technologies. Especially 
useful for those preparing for the Cisco DCCOR exam and Cisco Certified Network Professional 
(CCNP) Data Center certification, it fully addresses the essentials of networking, storage, compute, 
and automation in today's data center environments. Authored by two long-time experts in operating 
Cisco data centers and developing official Learning@Cisco training for them, this guide explains 
each concept step by step, balancing depth and breadth, and maximizing clarity throughout. The 
authors go far beyond introducing relevant products, protocols, and features. They illuminate underlying 
technologies, identify key interdependencies, walk through configuring working solutions, and truly help 
prepare you to set up and operate a modern data center. Gain a holistic, unified understanding of 
the data center and its core components Walk through installation and deployment of key data center 
technologies Explore potential applications to see what's possible in your environment Learn how Cisco 
switches and software implement data center networking and virtualization Discover and apply data 
center network design and security best practices Review Cisco data center storage technologies 
and concepts, including Fibre Channel, VSANs, storage virtualization, and FCoE Explore the building 
blocks of the Cisco UCS data center compute solution, and how UCS uses hardware abstraction and 
server virtualization Use automation and APIs to improve data center productivity and agility Create and 
customize scripts for rapid troubleshooting Understand cloud computing for the data center: services, 
deployment models, and the Cisco Intersight hybrid cloud operations platform

Handbook of Fiber Optic Data Communication

This chapter describes cloud computing technology and its impact on the data center network. We 
define the essential elements of cloud computing, including on-demand service, broad network access, 
resource pooling, elastic provisioning, and metered service at various quality of service levels. Models 
including software, platform, and infrastructure as a service (SaaS, PaaS, IaaS) are discussed, along 
with private, public, and hybrid cloud models and cloud service providers. Unique requirements of a 
cloud network include virtualization and virtual machine mobility, security, hypervisor virtual switching, 
converged storage, and new routing protocols such as Transparent Interconnection of Lots of Links 
(TRILL) and Shortest Path Bridging (SPB). We conclude with a brief discussion of software-defined 
networking (SDN) in the context of cloud computing.

High Performance Datacenter Networks

Datacenter networks provide the communication substrate for large parallel computer systems that 
form the ecosystem for high performance computing (HPC) systems and modern Internet applications. 
The design of new datacenter networks is motivated by an array of applications ranging from commu-
nication intensive climatology, complex material simulations and molecular dynamics to such Internet 
applications as Web search, language translation, collaborative Internet applications, streaming video 
and voice-over-IP. For both Supercomputing and Cloud Computing the network enables distributed 
applications to communicate and interoperate in an orchestrated and efficient way. This book describes 
the design and engineering tradeoffs of datacenter networks. It describes interconnection networks 
from topology and network architecture to routing algorithms, and presents opportunities for taking 
advantage of the emerging technology trends that are influencing router microarchitecture. With the 
emergence of "many-core" processor chips, it is evident that we will also need "many-port" routing 
chips to provide a bandwidth-rich network to avoid the performance limiting effects of Amdahl's 
Law. We provide an overview of conventional topologies and their routing algorithms and show how 
technology, signaling rates and cost-effective optics are motivating new network topologies that scale 
up to millions of hosts. The book also provides detailed case studies of two high performance parallel 
computer systems and their networks. Table of Contents: Introduction / Background / Topology Basics 



/ High-Radix Topologies / Routing / Scalable Switch Microarchitecture / System Packaging / Case 
Studies / Closing Remarks

IBM b-type Data Center Networking: Design and Best Practices Introduction

As organizations drive to transform and virtualize their IT infrastructures to reduce costs, and manage 
risk, networking is pivotal to success. Optimizing network performance, availability, adaptability, se-
curity, and cost is essential to achieving the maximum benefit from your infrastructure. In this IBM® 
Redbooks® publication, we address these requirements: Expertise to plan and design networks with 
holistic consideration of servers, storage, application performance, and manageability Networking 
solutions that enable investment protection with performance and cost options that match your 
environment Technology and expertise to design and implement and manage network security and 
resiliency Robust network management software for integrated, simplified management that lowers 
operating costs of complex networks IBM and Brocade have entered into an agreement to provide 
expanded network technology choices with the new IBM b-type Ethernet Switches and Routers, to 
provide an integrated end-to-end resiliency and security framework. Combined with the IBM vast data 
center design experience and the Brocade networking expertise, this portfolio represents the ideal 
convergence of strength and intelligence. For organizations striving to transform and virtualize their IT 
infrastructure, such a combination can help you reduce costs, manage risks, and prepare for the future. 
This book is meant to be used along with "IBM b-type Data Center Networking: Product Introduction 
and Initial Setup," SG24-7785.

Private Cloud Computing

Chapter 1 -- Next-Generation IT Trends -- Layers of Function: The Service-Oriented Infrastructure 
Framework -- Blocks of Function: The Cloud Modules -- Cloud Computing Characteristics -- Computing 
Taxonomy -- Chapter 2 -- Next-Generation Data Center Architectures and Technologies -- The Data 
Center Consolidation and Virtualization Modus Operandi -- Server Consolidation Drivers -- Server 
Virtualization -- Storage Virtualization -- Layer 2 Evolutions -- Unified Data Center Fabric -- Chapter 3 -- 
Next-Generation WAN and Service Integration -- Service Integration in the Data Center -- Infrastructure 
Segmentation -- The Next-Generation Enterprise WAN -- Chapter 4 -- Branch Consolidation and 
WAN Optimization -- What is the WAN performance challenge? -- WAN Optimization Benefits -- 
Requirements for WAN Optimization Deployment -- Remote Office Virtualization Designs -- Chapter 5 
-- Session Interception Design and Deployment -- Selecting an Interception Mechanism -- The WCCP 
Dive -- In-path Dep ...

Cloud Data Centers and Cost Modeling

Cloud Data Centers and Cost Modeling establishes a framework for strategic decision-makers to 
facilitate the development of cloud data centers. Just as building a house requires a clear understanding 
of the blueprints, architecture, and costs of the project; building a cloud-based data center requires 
similar knowledge. The authors take a theoretical and practical approach, starting with the key ques-
tions to help uncover needs and clarify project scope. They then demonstrate probability tools to test 
and support decisions, and provide processes that resolve key issues. After laying a foundation of 
cloud concepts and definitions, the book addresses data center creation, infrastructure development, 
cost modeling, and simulations in decision-making, each part building on the previous. In this way 
the authors bridge technology, management, and infrastructure as a service, in one complete guide 
to data centers that facilitates educated decision making. Explains how to balance cloud computing 
functionality with data center efficiency Covers key requirements for power management, cooling, 
server planning, virtualization, and storage management Describes advanced methods for modeling 
cloud computing cost including Real Option Theory and Monte Carlo Simulations Blends theoretical 
and practical discussions with insights for developers, consultants, and analysts considering data 
center development

Machine Learning Empowered Intelligent Data Center Networking

An Introduction to the Machine Learning Empowered Intelligent Data Center Networking Fundamentals 
of Machine Learning in Data Center Networks. This book reviews the common learning paradigms 
that are widely used in data centernetworks, and offers an introduction to data collection and data 
processing in data centers. Additionally, it proposes a multi-dimensional and multi-perspective solution 
quality assessment system called REBEL-3S. The book offers readers a solid foundation for conducting 



research in the field of AI-assisted data center networks. Comprehensive Survey of AI-assisted 
Intelligent Data Center Networks. This book comprehensively investigates the peer-reviewed literature 
published in recent years. The wide range of machine learning techniques is fully reflected to allow 
fair comparisons. In addition, the book provides in-depth analysis and enlightening discussions on the 
effectiveness of AI in DCNs from various perspectives, covering flow prediction, flow classification, load 
balancing, resource management, energy management, routing optimization, congestion control, fault 
management, and network security. Provides a Broad Overview with Key Insights. This book introduces 
several novel intelligent networking concepts pioneered by real-world industries, such as Knowledge 
Defined Networks, Self-Driving Networks, Intent-driven Networks and Intent-based Networks. More-
over, it shares unique insights into the technological evolution of the fusion of artificial intelligence and 
data center networks, together with selected challenges and future research opportunities.

Data Center Networks

This SpringerBrief presents a survey of data center network designs and topologies and compares 
several properties in order to highlight their advantages and disadvantages. The brief also explores 
several routing protocols designed for these topologies and compares the basic algorithms to establish 
connections, the techniques used to gain better performance, and the mechanisms for fault-tolerance. 
Readers will be equipped to understand how current research on data center networks enables 
the design of future architectures that can improve performance and dependability of data centers. 
This concise brief is designed for researchers and practitioners working on data center networks, 
comparative topologies, fault tolerance routing, and data center management systems. The context 
provided and information on future directions will also prove valuable for students interested in these 
topics.

Deploying and Managing a Cloud Infrastructure

Learn in-demand cloud computing skills from industry experts Deploying and Managing a Cloud 
Infrastructure is an excellent resource for IT professionals seeking to tap into the demand for cloud 
administrators. This book helps prepare candidates for the CompTIA Cloud+ Certification (CV0-001) 
cloud computing certification exam. Designed for IT professionals with 2-3 years of networking experi-
ence, this certification provides validation of your cloud infrastructure knowledge. With over 30 years of 
combined experience in cloud computing, the author team provides the latest expert perspectives on 
enterprise-level mobile computing, and covers the most essential topics for building and maintaining 
cloud-based systems, including: Understanding basic cloud-related computing concepts, terminology, 
and characteristics Identifying cloud delivery solutions and deploying new infrastructure Managing 
cloud technologies, services, and networks Monitoring hardware and software performance Featuring 
real-world examples and interactive exercises, Deploying and Managing Cloud Infrastructure delivers 
practical knowledge you can apply immediately. And, in addition, you also get access to a full set of 
electronic study tools including: Interactive Test Environment Electronic Flashcards Glossary of Key 
Terms Now is the time to learn the cloud computing skills you need to take that next step in your IT 
career.

Software Defined Networks

SOFTWARE DEFINED NETWORKS Software defined networking suggests an alternative worldview, 
one that comes with a new software stack to which this book is organized, with the goal of presenting 
a top-to-bottom tour of SDN without leaving any significant gaps that the reader might suspect can 
only be filled with magic or proprietary code. Software defined networking (SDN) is an architecture 
designed to make a network more flexible and easier to manage. SDN has been widely adopted across 
data centers, WANs, and access networks and serves as a foundational element of a comprehensive 
intent-based networking (IBN) architecture. Although SDN has so far been limited to automated 
provisioning and configuration, IBN now adds “translation” and “assurance” so that the complete 
network cycle can be automated, continuously aligning the network to business needs. In 14 chapters, 
this book provides a comprehensive understanding of an SDN-based network as a scalable distributed 
system running on commodity hardware. The reader will have a one-stop reference looking into the 
applications, architectures, functionalities, virtualization, security, and privacy challenges connected to 
SDN. Audience Researchers in software, IT, and electronic engineering as well as industry engineers 
and technologists working in areas such as network virtualization, Python network programming, 
CISCO ACI, software defined network, and cloud computing.

Big Data Analytics and Cloud Computing



Big data analytics and cloud computing is the fastest growing technologies in current era. This text 
book serves as a purpose in providing an understanding of big data principles and framework at the 
beginner?s level. The text book covers various essential concepts of big-data analytics and processing 
tools such as HADOOP and YARN. The Textbook covers an analogical understanding on bridging cloud 
computing with big-data technologies with essential cloud infrastructure protocol and ecosystem con-
cepts. PART I: Hadoop Distributed File System Basics, Running Example Programs and Benchmarks, 
Hadoop MapReduce Framework Essential Hadoop Tools, Hadoop YARN Applications, Managing 
Hadoop with Apache Ambari, Basic Hadoop Administration Procedures PART II: Introduction to Cloud 
Computing: Origins and Influences, Basic Concepts and Terminology, Goals and Benefits, Risks and 
Challenges. Fundamental Concepts and Models: Roles and Boundaries, Cloud Characteristics, Cloud 
Delivery Models, Cloud Deployment Models. Cloud Computing Technologies:Broadband networks and 
internet architecture, data center technology, virtualization technology, web technology, multi-tenant 
technology, service Technology Cloud Infrastructure Mechanisms:Logical Network Perimeter, Virtual 
Server, Cloud Storage Device, Cloud Usage Monitor, Resource Replication, Ready-made environment

SDN and NFV Simplified

A Visual Guide to Understanding Software Defined Networks and Network Function Virtualization The 
simple, visual, at-a-glance guide to SDN and NFV: Core concepts, business drivers, key technologies, 
and more! SDN (Software Defined Networks) and NFV (Network Function Virtualization) are today’s 
hottest areas of networking. Many executives, investors, sales professionals, and marketers need a 
solid working understanding of these technologies, but most books on the subject are written specifi-
cally for network engineers and other technical experts. SDN and NFV Simplified fills that gap, offering 
highly visual, “at-a-glance” explanations of SDN, NFV, and their underlying virtualizations. Built around 
an illustrated, story-telling approach, this answers the questions: Why does this technology matter? 
How does it work? Where is it used? What problems does it solve? Through easy, whiteboard-style 
infographics, you’ll learn: how virtualization enables SDN and NFV; how datacenters are virtualized 
through clouds; how networks can also be virtualized; and how to maximize security, visibility, and 
Quality of Experience in tomorrow’s fully-virtualized environments. Step by step, you’ll discover why 
SDN and NFV technologies are completely redefining both enterprise and carrier networks, and 
driving the most dramatic technology migration since IP networking. That’s not all: You’ll learn all 
you need to help lead this transformation. Learn how virtualization establishes the foundation for 
SDN and NFV Review the benefits of VMs, the role of hypervisors, and the management of virtual 
resources Discover how cloud technologies enable datacenter virtualization Understand the roles of 
networking gear in virtualized datacenters See VMWare VMotion and VXLAN at work in the virtualized 
datacenter Understand multitenancy and the challenges of “communal living” Learn how core network 
functions and appliances can be virtualized Ensure performance and scalability in virtualized networks 
Compare modern approaches to network virtualization, including OpenFlow, VMWare Nicera, Cisco 
Inseieme, and OpenStack Walk through the business case for SDN, NFV, and the Cloud Discover how 
the Software Defined Network (SDN) solves problems previously left unaddressed Understand SDN 
controllers–and who’s fighting to control your network Use SDN and NFV to improve integration and 
say goodbye to “truck rolls” Enforce security, avoid data leakage, and protect assets through encryption 
Provide for effective monitoring and consistent Quality of Experience (QoE) Learn how SDN and NFV 
will affect you–and what’s next

Management of Data Center Networks

MANAGEMENT OF DATA CENTER NETWORKS Discover state-of-the-art developments in DCNs 
from leading international voices in the field In Management of Data Center Networks, accomplished 
researcher and editor Dr. Nadjib Aitsaadi delivers a rigorous and insightful exploration of the network 
management challenges that present within intra- and inter-data center networks, including reliability, 
routing, and security. The book also discusses new architectures found in data center networks that 
aim to minimize the complexity of network management while maximizing Quality of Service, like 
Wireless/Wired DCNs, server-only DCNs, and more. As DCNs become increasingly popular with the 
spread of cloud computing and multimedia social networks employing new transmission technologies 
like 5G wireless and wireless fiber, the editor provides readers with chapters written by world-leading 
authors on topics like routing, the reliability of inter-data center networks, energy management, and 
security. The book also offers: A thorough overview of the architectures of data center networks, 
including the classification of switch-centric, server-centric, enhanced, optical, and wireless DCN 
architectures An exploration of resource management in wired and wireless data center networks, 



including routing and wireless channel allocation and assignment challenges and criteria Practical 
discussions of inter-data center networks, including an overview of basic virtual network embedding 
Examinations of energy and security management in data center networks Perfect for academic and 
industrial researchers studying the optimization of data center networks, Management of Data Center 
Networks is also an indispensable guide for anyone seeking a one-stop resource on the architectures, 
protocols, security, and tools required to effectively manage data centers.

Cloud Based 5G Wireless Networks

This SpringerBrief introduces key techniques for 5G wireless networks. The authors cover the de-
velopment of wireless networks that led to 5G, and how 5G mobile communication technology 
(5G) can no longer be defined by a single business model or a typical technical characteristic. 
The discussed networks functions and services include Network Foundation Virtualization (N-FV), 
Cloud Radio Access Networks (Cloud-RAN), and Mobile Cloud Networking (MCN). The benefits of 
cloud platforms are examined, as are definable networking and green wireless networking. Other 
related and representative projects on 5G are mobile and wireless communications enablers for the 
Twenty-Twenty Information Society, Multi-hop Cellular Networks, Network Function as-a-Service over 
Virtualized Infrastructures, iJOIN, and Nuage Virtualized Services Platform. Major applications of 5G 
range from RAN sharing and Multi-Operator Core Networks to mobile convergence. Enhancing the 
user experience by providing smart and customized services, 5G will support the explosive growth 
of big data, mobile internet, digital media, and system efficiency. This SpringerBrief is designed for 
professionals, researchers, and academics working in networks or system applications. Advanced-level 
students of computer science or computer engineering will also find the content valuable.

Foundations of Modern Networking

Foundations of Modern Networking is a comprehensive, unified survey of modern networking technolo-
gy and applications for today’s professionals, managers, and students. Dr. William Stallings offers clear 
and well-organized coverage of five key technologies that are transforming networks: Software-Defined 
Networks (SDN), Network Functions Virtualization (NFV), Quality of Experience (QoE), the Internet 
of Things (IoT), and cloudbased services. Dr. Stallings reviews current network ecosystems and the 
challenges they face–from Big Data and mobility to security and complexity. Next, he offers complete, 
self-contained coverage of each new set of technologies: how they work, how they are architected, 
and how they can be applied to solve real problems. Dr. Stallings presents a chapter-length analysis 
of emerging security issues in modern networks. He concludes with an up-to date discussion of 
networking careers, including important recent changes in roles and skill requirements. Coverage: 
Elements of the modern networking ecosystem: technologies, architecture, services, and applications 
Evolving requirements of current network environments SDN: concepts, rationale, applications, and 
standards across data, control, and application planes OpenFlow, OpenDaylight, and other key SDN 
technologies Network functions virtualization: concepts, technology, applications, and software defined 
infrastructure Ensuring customer Quality of Experience (QoE) with interactive video and multimedia 
network traffic Cloud networking: services, deployment models, architecture, and linkages to SDN and 
NFV IoT and fog computing in depth: key components of IoT-enabled devices, model architectures, 
and example implementations Securing SDN, NFV, cloud, and IoT environments Career preparation 
and ongoing education for tomorrow’s networking careers Key Features: Strong coverage of unifying 
principles and practical techniques More than a hundred figures that clarify key concepts Web support 
at williamstallings.com/Network/ QR codes throughout, linking to the website and other resources 
Keyword/acronym lists, recommended readings, and glossary Margin note definitions of key words 
throughout the text

Cloud Computing for Enterprise Architectures

This important text provides a single point of reference for state-of-the-art cloud computing design and 
implementation techniques. The book examines cloud computing from the perspective of enterprise 
architecture, asking the question; how do we realize new business potential with our existing enterpris-
es? Topics and features: with a Foreword by Thomas Erl; contains contributions from an international 
selection of preeminent experts; presents the state-of-the-art in enterprise architecture approaches 
with respect to cloud computing models, frameworks, technologies, and applications; discusses po-
tential research directions, and technologies to facilitate the realization of emerging business models 



through enterprise architecture approaches; provides relevant theoretical frameworks, and the latest 
empirical research findings.

2017 IEEE 6th International Conference on Cloud Networking (CloudNet)

Cloud Networking has emerged as a promising direction for cost efficient and reliable service delivery 
across data communication networks The dynamic location of service facilities and the virtualization of 
hardware and software elements are stressing the communication network and protocols, especially 
when datacenters are interconnected through the Internet Although the computing aspects of Cloud 
technologies have been largely investigated, lower attention has been devoted to the networking 
aspects The 2017 6th IEEE International Conference on Cloud Networking, part of the IEEE Cloud 
Computing Initiative, precisely addresses these aspects Conference topics include (but are not limited 
to) Cloud Traffic Characterization and Measurements Cloud Federation and Hybrid Cloud Infrastructure 
Data Center Network Management, Reliability, Optimization Intra Cloud vs Inter Cloud Management 
Green Data Centers and Cloud Netw etc

Cloud Computing and Virtualization

The purpose of this book is first to study cloud computing concepts, security concern in clouds and 
data centers, live migration and its importance for cloud computing, the role of firewalls in domains 
with particular focus on virtual machine (VM) migration and its security concerns. The book then 
tackles design, implementation of the frameworks and prepares test-beds for testing and evaluating VM 
migration procedures as well as firewall rule migration. The book demonstrates how cloud computing 
can produce an effective way of network management, especially from a security perspective.

Cloud and Virtual Data Storage Networking

The amount of data being generated, processed, and stored has reached unprecedented levels. Even 
during the recent economic crisis, there has been no slow down or information recession. Instead, the 
need to process, move, and store data has only increased. Consequently, IT organizations are looking 
to do more with what they have while supporting gr

Microsoft System Center Integrated Cloud Platform

Part of a series of specialized guides on System Center - this book provides focused drilldown on 
managing servers. Led by series editor Mitch Tulloch, a team of System Center experts step you through 
key technical scenarios and management tasks.

Cloud Computing

Modern computing is no longer about devices but is all about providing services, a natural progression 
that both consumers and enterprises are eager to embrace. As it can deliver those services, efficiently 
and with quality, at compelling price levels, cloud computing is with us to stay. Ubiquitously and quite 
definitively, cloud computing is

Data Center Networking

This book provides a comprehensive reference in large data center networking. It first summarizes the 
developing trend of DCNs, and reports four novel DCNs, including a switch-centric DCN, a modular 
DCN, a wireless DCN, and a hybrid DCN. Furthermore another important factor in DCN targets at 
managing and optimizing the network activity at the level of transfers to aggregate correlated data flows 
and thus directly to lower down the network traffic resulting from such data transfers. In particular, the 
book reports the in-network aggregation of incast transfer, shuffle transfer, uncertain incast transfer, 
and the cooperative scheduling of uncertain multicast transfer.

Moving Target Defense for Distributed Systems

This book provides an overview of Moving Target Defense (MTD) and the importance of developing 
novel MTD schemes to protect distributed systems. It presents MTD-based research efforts to protect 
cloud data centers, along with network and security risk-aware approaches to place Virtual Machines 
(VM) in cloud data centers. These approaches include MTD-based network diversity models that enable 
an evaluation of the robustness of cloud data centers against potential zero-day attacks. Since these 



models can be used as a security metric the authors include different network configurations and 
policies, consider the similarity and dissimilarity of network resources, and account for minimum impact 
to maximum impact attacks. Also offered is a framework for determining the cost of MTD-based VM 
migration on cloud data centers. Designed for researchers and practitioners, Moving Target Defense 
for Distributed Systems enables readers to understand the potential of MTD capabilities. It enables 
defenders to change system or network behaviors, policies, and configurations automatically to keep 
potential attack surfaces protected. Advanced level students in computer science, especially those 
interested in networks and security, will benefit from this book.

Building the Infrastructure for Cloud Security

For cloud users and providers alike, security is an everyday concern, yet there are very few books 
covering cloud security as a main subject. This book will help address this information gap from 
an Information Technology solution and usage-centric view of cloud infrastructure security. The book 
highlights the fundamental technology components necessary to build and enable trusted clouds. 
Here also is an explanation of the security and compliance challenges organizations face as they 
migrate mission-critical applications to the cloud, and how trusted clouds, that have their integrity 
rooted in hardware, can address these challenges. This book provides: Use cases and solution 
reference architectures to enable infrastructure integrity and the creation of trusted pools leveraging 
Intel Trusted Execution Technology (TXT). Trusted geo-location management in the cloud, enabling 
workload and data location compliance and boundary control usages in the cloud. OpenStack-based 
reference architecture of tenant-controlled virtual machine and workload protection in the cloud. A 
reference design to enable secure hybrid clouds for a cloud bursting use case, providing infrastructure 
visibility and control to organizations. "A valuable guide to the next generation of cloud security and 
hardware based root of trust. More than an explanation of the what and how, is the explanation of 
why. And why you can’t afford to ignore it!" —Vince Lubsey, Vice President, Product Development, 
Virtustream Inc. " Raghu provides a valuable reference for the new 'inside out' approach, where trust 
in hardware, software, and privileged users is never assumed—but instead measured, attested, and 
limited according to least privilege principles." —John Skinner, Vice President, HyTrust Inc. "Traditional 
parameter based defenses are in sufficient in the cloud. Raghu's book addresses this problem head-on 
by highlighting unique usage models to enable trusted infrastructure in this open environment. A must 
read if you are exposed in cloud." —Nikhil Sharma, Sr. Director of Cloud Solutions, Office of CTO, EMC 
Corporation

The Basics of Cloud Computing

As part of the Syngress Basics series, The Basics of Cloud Computing provides readers with an 
overview of the cloud and how to implement cloud computing in their organizations. Cloud computing 
continues to grow in popularity, and while many people hear the term and use it in conversation, 
many are confused by it or unaware of what it really means. This book helps readers understand what 
the cloud is and how to work with it, even if it isn’t a part of their day-to-day responsibility. Authors 
Derrick Rountree and Ileana Castrillo explains the concepts of cloud computing in practical terms, 
helping readers understand how to leverage cloud services and provide value to their businesses 
through moving information to the cloud. The book will be presented as an introduction to the cloud, 
and reference will be made in the introduction to other Syngress cloud titles for readers who want to 
delve more deeply into the topic. This book gives readers a conceptual understanding and a framework 
for moving forward with cloud computing, as opposed to competing and related titles, which seek 
to be comprehensive guides to the cloud. Provides a sound understanding of the cloud and how it 
works Describes both cloud deployment models and cloud services models, so you can make the best 
decisions for deployment Presents tips for selecting the best cloud services providers

2017 IEEE 6th International Conference on Cloud Networking (CloudNet)

This edited volume covers essential and recent development in the engineering and management 
of data centers. Data centers are complex systems requiring ongoing support, and their high value 
for keeping business continuity operations is crucial. The book presents core topics on the planning, 
design, implementation, operation and control, and sustainability of a data center from a didactical and 
practitioner viewpoint. Chapters include: · Foundations of data centers: Key Concepts and Taxonomies · 
ITSDM: A Methodology for IT Services Design · Managing Risks on Data Centers through Dashboards 
· Risk Analysis in Data Center Disaster Recovery Plans · Best practices in Data Center Management 



Case: KIO Networks · QoS in NaaS (Network as a Service) using Software Defined Networking · Op-
timization of Data Center Fault-Tolerance Design · Energetic Data Centre Design Considering Energy 
Efficiency Improvements During Operation · Demand-side Flexibility and Supply-side Management: 
The Use Case of Data Centers and Energy Utilities · DevOps: Foundations and its Utilization in Data 
Centers · Sustainable and Resilient Network Infrastructure Design for Cloud Data Centres · Application 
Software in Cloud-Ready Data Centers This book bridges the gap between academia and the industry, 
offering essential reading for practitioners in data centers, researchers in the area, and faculty teaching 
related courses on data centers. The book can be used as a complementary text for traditional courses 
on Computer Networks, as well as innovative courses on IT Architecture, IT Service Management, IT 
Operations, and Data Centers.
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